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Microsoft® United States Change | All Microsoft Site:

Safety & Security Center

Computer Security, Digital Privacy, and Online Safety

Home ! Security ! Privacy | Family Safety | Resources Worldwide | Get Support | Sign Up for Newsletter

Home > Security > Watch out for fake virus alerts

PC Security

Security scanners, tools, and safety guidelines for your PC,
laptop, or mobile device.

= Email & Print | ¥ Tweet | 67

Watch out for fake virus alerts

Rogue security software, also known as "scareware,” is software that appears to be beneficial from a security perspective but provides
limited or no security, generates erronecus or misleading alerts, or attempts to lure users into participating in fraudulent transactions.

& Get a security update, tool, or
scan
= Security updates

How does rogue security software get on my computer?

Regue security software designers create legitimate looking pop-up windows that advertise security update software. These windows
might appear on your screen while you surf the web.

* Free antivirus, antispyware
program

* Free PC safety scan

J The "updates” or "alerts" in the pop-up windows call for you to take some sort of action, such as clicking to install the software, accept

recommended updates, or remove unwanted viruses or spyware. When you click, the rogue security software downloads to your

computer.

* Download Malicious
Software Removal Tool

a . Rogue security software might alsc appear in the list of search results when you are searching for trustworthy antispyware software, so it
+* Protect my kids from online is important to protect your computer.
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Antivirus XP 2008 demo m

Scan result Bases update Removal tool Antivirus Scan result Bases update Removal tool
@ NOD32  nothing 1 howrs ago A-SQUARED RS 8 hours ago

o Rﬂd cms Unknown Trojan 6 howrs ago f"l TR E N D Naothing 18 hours ago

MICRO

CIKARUS  nothing 6 hours ago | wojorporcnii i SR 3 hours 3go
I~ .
YIrusousler hething 24 hours ago T F-Secure. MNething 3 hours ago

tﬁ‘ﬁ.&;.’.%,&»ﬁi:‘:i feasneng 2 hours 350 | 3 ve
cyvastl Nothing 24 hours ago %An‘i"ir‘ Nothing 14 hours ago
M Peak Protection JEEREETERE RIS 24 hours »go ewido Nothing Last bases
McAfee Mothing 1 howrs ago '.'.0. palm Mothing 95 hours ago
Ebildefender 1ohen 3 hours ago \d Vexira [ 24 hours ago

e

[ sopvos [ 3 hours ago tisthing 25 hours ago
@ € Nothing Last bases RV Nathing Last bases
WAVG  roves  aehesonn G Arcallit s hons
Wy ClamAY  nething 11 hours ago waroot Nothing 3 hours 30
KAJPIRYIKY  tothing 23 hours ago F®, TREND™""  nathing 54 hours 3go

o MICRO

5
L]

2 hours ago

’ symantec.  Nothing 24 hours 3o

Nothing 1 bours ago

Show Ml B9 vEA=e  tothng 27 hours ago & WSINEC  ohns 2 hours ago
Wby 4bous oo OMtigySslequrd vocvr  2bourssao
b
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Antivirus ’SB__;QPEit__"!e_"m_n_ot_'sc

= ' Antivirus XP 2008 A \ e L“o

& Wadows Updete Security essentials

To hedp pectect your compater, make sure the four securdy essentals Bedow ade madied

Wndows Firewal On oe O

B Windows Defender U ng Windews Secutity Certer
B Mtenet Options
;hre-aall On © .
* | Get the latest secunty and ‘
Microscét e
Orange the way Seconty -
f
: s e Malware protection On © -
Vi protection On e
® Cortoso Antivirus reponts that it is up 10 dete and Vinus SCannng is on,
Spyware and other madware protection On o
Virus Protection ‘ © Certowo Aninpywane reports that i it tumed er.
Pow me the antspyware programs on ™he comguter
Windows od not find arvy registered Andivirus XP 2003 software on s How 30t 30l matware 12fMawe help protec # Computer!
computer, Antivieus XP 2005 helns Drodect your Computer aomingt virust
other securty threats Cick Recommendastions for suggested actions you
Other security settings oK@ =

l Chck have 10 swtch to tha Full Moda ;

RIMNG LIMNE CORPORATIOMN




A 4

oft R 1712
ot RI1IE - HiEm

o 1] &L




YN{EIph &E- B FEEtLac T8
A vy | == -1
ﬁ‘{_‘\d%‘\l_ﬁ% + % Jd 1o




B [ 8iRs-61, RERIBIRAATE J For- MAN - 3Rt HTML)

 BRE SEE BRO BAD #D0 IAD H/ITW RE®
WEER | JRHMEEL  SBEW (Rl v S aX e-9v-x @8

IER TRER - BT RENRETANSF, » Oullook T & BEh T BEHPRIFLES -

Fi¥E: h (EEREIEE) [pheh@ny-lancastr-cadent] -grpdh-a-169 bflony.adelphia net] i EEE: 2007316
Wi  23322787455@yahoo com.tw
Ellp o

EX=¢ [ z=334m5-648 , REHIBIRAEME J For - MAN

6X K]




B Thinking about you - #i{¥ (HTML)

 BEE EHEE BRO
LEER | ARHEEL  SuEw d R d v B X e-v-4 @

WBAD #BA0 IBED #BTW HRAD

T Alexia [shagarageequ@blackjackfonmou.com] T BER:  2007/3/27 (5
Wrif&:  Hye
a7
IE: Thinking about you
Discount Pharmacy Online
Do not click, we in your bhrowsgr:
- Viagra O, C )
=  Ciali ¥

W Aanax

Only $2.00 per pill

. FPhentermine

W Valiu
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these rainless regions all is necessarily silence, desolation, and rears its icy summits to chill and precipitate the vapors again, 2
death, Egypt fell to one of his g ice which ralgn evens branch of the royal

ordi { Vacations Grqup'inc

campaign under way
e is history

in before the rush!

centers in all those seas. ich is taken up by the atmosphere from th
beasts, noxious reptile ., philosophers, poets, and artists,
generally vicious.--Degradation and vice.--Employment a3 cure for be veny effectually undeceived by reading attentively a full |
and reflecting, as he reads, that the narrative
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What does a phishing Web site look like? Usually, just like
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