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R e m o te  
C a m p u s

U n iv e r s ity  D a ta  C e n te r

In te r n e t 
R o u te r

C a ta ly s t 
S w itc h

P IX

S S L
M o d u le

C o n te n t
S w itc h

S iS i

C o n te n t E n g in e

C o n te n t 
D is tr ib u tio n

M a n a g e r

IP /T V
S e r v e r s

In tr a n e t 

C o n te n t E n g in e

O ff-C a m p u s
A P P

S e rv e rs
D B

S e rv e rs
W E B

S e rv e rs

W h a t is  C is c o  A C N S ?
S e t o f P r o d u c ts  to  In te llig e n tly  M a n a g e , A c q u ir e , D is tr ib u te  &  D e liv e r  
W e b  C o n te n t a n d  V id e o
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A p p lic a tio n  a n d  C o n te n t D e liv e r y

C o r p o r a te  C o lla b o r a tio n  a n d  
C o m m u n ic a tio n

E -L e a r n in g

P o in t-o f-S a le  W e b  K io s k s

D a ta  C e n te r  O p tim iz a tio n

E -B u s in e s s

W o r k fo r c e  O p tim iz a tio n  fo r  
In te r n e t/In tr a n e t/E x tr a n e t A p p s

M o b ile  A c c e s sA v a ila b ility
• H S R P

• IP  R o u tin g  / M o b ility

• E th e r C h a n n e l

• P o r tF a s t / U p lin k F a s t / 
B a c k b o n e F a s t

• F a il-o v e r

• 8 0 2 .1 s , 8 0 2 .1 w

S c a la b ility

• IP  M u ltic a s t

• Q o S

• W C C P v 2

• M P L S

S e c u r ity
• F ir e w a ll a n d  F ilte r in g

• In tr u s io n  D e te c tio n

• V P N

• V L A N

• A A A  s e r v ic e s

• 8 0 2 .1 x , Id e n tity  S e r v ic e s

C is c o  C o n te n t N e tw o r k in g  S e r v ic e s  
In c r e a s in g  in te llig e n c e  W IT H IN  th e  In fr a s tr u c tu r e

• D e v ic e , e le m e n t m a n a g e m e n t

• P r o g r a m m a tic  in te r a c tio n
• N e tw o r k  A N D  s e r v ic e s  

m o n ito r in g  a n d  r e p o r tin g

• S e r v ic e  a c tiv a tio n

• D y n a m ic  tr a ffic  c o n tr o l 

M a n a g e m e n t

A v a ila b ility
• C o n te n t-a w a r e  lo a d  b a la n c in g

• G lo b a l lo a d  b a la n c in g

• E -tr a n s a c tio n  a s s u r a n c e

• M o b ile  c o n te n t d e liv e r y

• A d a p tiv e  s e s s io n  r e d u n d a n c y  

• H S R P

• IP  r o u tin g /m o b ility

• E th e r C h a n n e l

• P o r tF a s t/U p lin k F a s t/B a c k b o n e
F a s t

• F a ilo v e r

• 8 0 2 .1 s , 8 0 2 .1 w

S c a la b ility
• S tr e a m in g — s p littin g /r e -

M u ltic a s tin g

• C a c h in g — tr a n s p a r e n t, R P C

• C o n te n t p r io r itiz a tio n / s e r v ic e  
p e r s o n a liz a tio n

• C o n te n t tr a n s fo r m a tio n

• F la s h  c r o w d  p r o te c tio n

• M u ltic a s t c o n te n t d is tr ib u tio n

• C o n te n t-b a s e d  p a c k e t-c o lo r in g

• IP  M u ltic a s t         

• Q o S

• W C C P v 2

• M P L S

S e c u r ity
• F ir e w a ll, S S L , V P N  lo a d  

b a la n c in g

• S S L  a c c e le r a tio n

• C o n te n t filte r in g

• V ir u s  c o n tr o l

• D e n ia l o f s e r v ic e  p r o te c tio n

• D o m a in -b a s e d  a d m in

• F ir e w a ll a n d  filte r in g

• In tr u s io n  d e te c tio n

• V P N  &  V L A N

• A A A  s e r v ic e s

• 8 0 2 .1 x , Id e n tity  S e r v ic e s
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F o r t H a y s  S ta te  U n iv e r s ity  E x te n d s  
C u r r ic u lu m  R e a c h

C h a lle n g e : C h a lle n g e : 
U s e  n e tw o r k  to  d e liv e r  o nU s e  n e tw o r k  to  d e liv e r  o n -- a n d  o ffa n d  o ff -- c a m p u s  c a m p u s  

le a r n in gle a r n in g
–– E le m e n ta r y  E d u c a tio n , S p e c ia l E d u c a tio n  E le m e n ta r y  E d u c a tio n , S p e c ia l E d u c a tio n  

–– S c h o o l P la n n in g , e tc .S c h o o l P la n n in g , e tc .

–– M a thM a th

–– N u r s in gN u r s in g

–– G e n e r a l c o u r s e sG e n e r a l c o u r s e s

S o lu tio n :S o lu tio n :
•• C D N  fo r  h ig hC D N  fo r  h ig h -- q u a lity  v id e oq u a lity  v id e o

•• IP /T V  liv e  c o u r s e s  to  6  C o m m u n ity  C o lle g e s  IP /T V  liv e  c o u r s e s  to  6  C o m m u n ity  C o lle g e s  

R e s u lts :R e s u lts :
•• R e m o te  s tu d e n ts  h a v e  a c c e s s  to  s a m e  R e m o te  s tu d e n ts  h a v e  a c c e s s  to  s a m e  

c o u r s e  c o n te n t c o u r s e  c o n te n t 



3

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 555

W E B
S e r v e r s

R o u te r

C a ta ly s t
S w itc h

C o n te n t
T r a n s fo r m a tio n

C o n te n t
T r a n s fo r m a tio n

• T r a n s fo r m  to  r e q u e s tin g  
d e v ic e  fo r m a t “ o n  th e  fly ”

• C o n te n t fo r m a ttin g  r u le s  
fo r  r e a d y  r o ll-o u t 

• T r a n s fo r m  to  r e q u e s tin g  
d e v ic e  fo r m a t “ o n  th e  fly ”

• C o n te n t fo r m a ttin g  r u le s  
fo r  r e a d y  r o ll-o u t 

C T E

T o p  D a ta  C e n te r  “ A p p lic a tio n s ”
Y o u  d e c id e  w h ic h  fits  y o u r  n e e d s

In te r n e t
In tr a n e t
E x tr a n e t

C o n te n t 
A c c e le r a tio n

C o n te n t 
A c c e le r a tio n

C o n te n t
E n g in e

• R e v e r s e  p r o x y  
c a c h in g

• S ta tic  c o n te n t 
r e q u e s t r e d ir e c tio n

• R e v e r s e  p r o x y  
c a c h in g

• S ta tic  c o n te n t 
r e q u e s t r e d ir e c tio n

A P P
S e r v e r s

D B
S e r v e r s

D a ta  C e n te r  - P r im a r yD a ta  C e n te r  - P r im a r y

C o n te n t
S w itc h S i

In te g r a te d
o r

S ta n d a lo n e

L o a d  B a la n c in gL o a d  B a la n c in g

• W e b  a n d  a p p lic a tio n  
s e r v e r  lo a d  b a la n c in g

• U s e r , c o n te n t a n d  
tr a n s a c tio n  c o n tr o l

• U R L  a n d  file  s p littin g
• S ite  o v e r lo a d  p r o te c tio n
• E -T r a n s a c tio n  a s s u r a n c e  

• W e b  a n d  a p p lic a tio n  
s e r v e r  lo a d  b a la n c in g

• U s e r , c o n te n t a n d  
tr a n s a c tio n  c o n tr o l

• U R L  a n d  file  s p littin g
• S ite  o v e r lo a d  p r o te c tio n
• E -T r a n s a c tio n  a s s u r a n c e  

S C A 2

P IX

S ite  S e c u r ityS ite  S e c u r ity
• S im u lta n e o u s  

s e r v e r  a n d  fir e w a ll  
lo a d  b a la n c in g

• S S L  o p tim iz a tio n
• D o S P r o te c tio n

• S im u lta n e o u s  
s e r v e r  a n d  fir e w a ll  
lo a d  b a la n c in g

• S S L  o p tim iz a tio n
• D o S P r o te c tio n

C is c o W o r k s
H S E

S ite  M a n a g e m e n tS ite  M a n a g e m e n t
• S e r v ic e  a c tiv a tio n
• S ite -w id e  fa u lt a n d  

p e r fo r m a n c e  m o n ito r in g
• C u s to m iz e d  v ie w s /r e p o r ts
• D o m a in -b a s e d  c o n tr o l

• S e r v ic e  a c tiv a tio n
• S ite -w id e  fa u lt a n d  

p e r fo r m a n c e  m o n ito r in g
• C u s to m iz e d  v ie w s /r e p o r ts
• D o m a in -b a s e d  c o n tr o l

S ite  S e le c tio nS ite  S e le c tio n

G S S
4 4 8 0 D a ta  C e n te r -

B a c k u p
D a ta  C e n te r -

B a c k u p

• R u le s -b a s e d  G S L B
• A u to  r e -r o u te  fo r   

d is a s te r  r e c o v e r y
• S e le c tio n  fo r  2  to  

1 0 0 s  o f  s ite s
• C e n tr a l d o m a in  

m a n a g e m e n t

• R u le s -b a s e d  G S L B
• A u to  r e -r o u te  fo r   

d is a s te r  r e c o v e r y
• S e le c tio n  fo r  2  to  

1 0 0 s  o f  s ite s
• C e n tr a l d o m a in  

m a n a g e m e n t
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D ir e c tin g  T r a ffic  in  th e  S e r v e r  C o m p le x
E v a lu a te  L o a d , A n a ly z e  R e q u e s ts , C o m p le te  E x c h a n g e

C is c o
C o n te n t S w itc h

D a ta b a s eD a ta b a s e

A p p lic a tio nA p p lic a tio n

W e bW e b

C o n te n t s w itc h  e v a lu a te s  lo a d  o n  a  
c o n tin u o u s  b a s is . A d a p ts  tr a ffic  d ir e c tio n  
“ r u le s ” a c c o r d in g  to  la te s t lo a d  m e tr ic s —
m a tc h e d  a g a in s t e s ta b lis h e d  m a n a g e m e n t
p o lic ie s .

C o n te n t s w itc h  e v a lu a te s  lo a d  o n  a  
c o n tin u o u s  b a s is . A d a p ts  tr a ffic  d ir e c tio n  
“ r u le s ” a c c o r d in g  to  la te s t lo a d  m e tr ic s —
m a tc h e d  a g a in s t e s ta b lis h e d  m a n a g e m e n t
p o lic ie s .

1

U s e r  m a k e s  r e q u e s t to  w e b s ite .C o n te n t 
s w itc h  p r o x ie s  s e s s io n  u n til it r e c e iv e s  
fu ll a n d  v a lid  u s e r  r e q u e s t.

U s e r  m a k e s  r e q u e s t to  w e b s ite .C o n te n t 
s w itc h  p r o x ie s  s e s s io n  u n til it r e c e iv e s  
fu ll a n d  v a lid  u s e r  r e q u e s t.

2

C o n te n t s w itc h  p a r s e s  r e q u e s t a n d  s e le c ts  a p p r o p r ia te  s e r v e r  fo r
tr a n s a c tio n  b a s e d  o n  lo a d  a n a ly s is , p o lic ie s , a n d  u s e r  in fo r m a tio n :

U R L  – C o o k ie  – B r o w s e r  T y p e  – F ile  E x t – H o s t T a g  – S S L  S e s s io n  ID  –
P r o to c o l – T C P /U D P  P o r t – X M L /U R I – S O A P /H T T P  H e a d e r  – S IP  C a ll ID

3
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C o n te n t N e tw o r k in g  B u ild in g  B lo c k s
S o lv e  P r o b le m s  W h e r e  a n d  W h e n  Y o u  N e e d  to !

O r ig in  S e r v e r s

3A s k  fo r
C o n te n t

C o n te n t D is tr ib u tio n  &  M a n a g e m e n t
• W h a t c o n te n t c a n  b e  p r e -p o p u la te d a t n e tw o r k  e d g e ?
• H o w  s h o u ld  it b e  d is tr ib u te d  (S O D A  o r  m u ltic a s t)?
• W h ic h  lo c a tio n s s h o u ld  b e  p r e -p o p u la te d w ith  w h ic h  c o n te n t?
• W h e n  s h o u ld  c o n te n t b e  r e fr e s h e d ?
• H o w  s h o u ld  th e  s e r v ic e  b e  p r o v is io n e d  a n d  b ille d ?

D is tr ib u tio n  &  M a n a g e m e n t
C o n te n t

P u b lis h  C o n te n t
to  N e tw o r k  E d g e2

C o n te n t E n g in e s

C o n te n t
D is tr ib u tio n  a n d  

M a n a g e m e n t

C o n te n t
D is tr ib u tio n  a n d  

M a n a g e m e n t

C o n te n t
R o u tin g
C o n te n t
R o u tin g

C o n te n t
E d g e  D e liv e r y

C o n te n t
E d g e  D e liv e r y

C o n te n t
S w itc h in g
C o n te n t

S w itc h in g
5

R e tr ie v e  
C o n te n t if 
N e c e s s a r y

C D M

M o v e
C o n te n t

T o
D is tr ib u tio n

S y s te m

1

C o n te n t R o u tin g
• W h a t c o n te n t is  r e q u e s te d ?
• W h e r e  is  th e  u s e r ?  
• W h a t’s  th e  b e s t S IT E  N O W b a s e d  o n  s ite  a n d  n e tw o r k  h e a lth -

c h e c k s ?
• A r e  th e r e  o th e r R U L E S to  fa c to r  in  to  th is  d e c is io n ?

C o n te n t R o u tin g

F in d  B e s t 
C o n te n t S ite

4

C o n te n t S w itc h in g
• W h a t’s  th e  b e s t s e r v e r  N O W  fr o m  w h ic h  to  s e r v e  th is  r e q u e s t?
• W h a t T Y P E  o f c o n te n t is  it?
• W H O is  r e q u e s tin g  th e  c o n te n t?
• W h a t ty p e  o f A C C E S S  D E V IC E is  b e in g  u s e d ?
• W h a t P R IO R IT Y d o  th is  c o n te n t a n d  u s e r  h a v e ?
• A r e  th e r e  o th e r  R U L E S to  fa c to r  in  to  th is  d e c is io n ?

C o n te n t S w itc h in g

F in d
B e s t

S e r v e r

6

C o n te n t E d g e  D e liv e r y
• C a n  I d e liv e r  th e  r e q u e s te d  c o n te n t fr o m  m y  lo c a l s to r a g e ?
• Is  m y  c u r r e n t c o p y  o f th is  c o n te n t F R E S H ?
• If n o t, g o  to  th e  o r ig in  s e r v e r  a n d  R E F R E S H it!
• Is  th e r e  Q o S IN F O I s h o u ld  u s e  o r  a lte r  fo r  th e s e  p a c k e ts ?
• D o  I h a v e  s u ffic ie n t p r o c e s s in g  c y c le s to  h a n d le  m o r e  r e q u e s ts ?  

If n o t, te ll e v e r y o n e !

C o n te n t E d g e  D e liv e r y

D e liv e r  
th e

C o n te n t

7
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D a ta  C e n te r  1D a ta  C e n te r  1 D a ta  C e n te r  2D a ta  C e n te r  2

P r o b le m
• U s e r s  c o m in g  fr o m  m a n y  r e g io n s
• A p p s /D a ta  a v a ila b le  fr o m  m u ltip le  lo c a tio n s
• B a c k -u p  s ite  r e s o u r c e s  u n d e r u tiliz e d   
S o lu tio n
• D ir e c t u s e r s  to  b e s t s ite  a t tim e  o f r e q u e s t 

b a s e d  o n  lo a d  a n d /o r  p o lic ie s
• C e n tr a liz e d  d o m a in  m a n a g e m e n t, T r a ffic  

d ir e c tio n  tr a n s p a r e n t to  e n d  u s e rD C 1  o r  D C 2 ?�
L o a d�
P o lic ie s

S ite  S e le c tio n  -- M u lti-S ite  L o a d  B a la n c in g
S e r v ic e  C o n tin u a n c e  A s  L o a d s  C h a n g e , A s  P o lic ie s  D ic ta te

S ite  &  S e r v e r  L o a d  A n a ly s is
L o c a l a n d  G lo b a l S L B  P o lic ie s

D N S  R e s o lu tio n  C o n tr o l S e r v e r  
C lu s te r
S e r v e r  
C lu s te r

S e r v e r
C lu s te r
S e r v e rS e r v e r
C lu s te rC lu s te r

C a ta ly s tC a ta ly s t C a ta ly s tC a ta ly s t

C o n te n t 
S w itc h

C o n te n t 
S w itc h

C o n te n t
S w itc h

C o n te n t
S w itc h

C o n te n t 
S w itc h

C o n te n t 
S w itc h

C o n te n t 
S w itc h

C o n te n t 
S w itc h

B r a n c h  W o r k e r  o r
O n lin e  C u s to m e r

G S S  4 4 8 0G S S  4 4 8 0 G S S  4 4 8 0G S S  4 4 8 0

In te r n e t
o r  In tr a n e t

o r  C a m p u s  N e t
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P r o te c tin g  U s e r  T r a n s a c tio n s , 
A c c e le r a tin g  S S L  T r a ffic

S e c u r e  T r a n s a c tio n  S e r v e r s

U S E R

P r o b le m
• S e r v e r  S S L  p r o c e s s in g  s lo w s  

tr a n s a c tio n  tim e s , d is a b le s  tr a ffic  
m a n a g e m e n t c a p a b ilitie s , a n d  
c o m p lic a te s  s e c u r ity  m a n a g e m e n t

S o lu tio n
• O fflo a d  a n d  a c c e le r a te  S S L  p r o c e s s in g  

v ia  d e d ic a te d  a p p lia n c e  o r  s w itc h  
m o d u le

• L o a d  b a la n c e  s e c u r e d  tr a ffic

B e n e fit
• Im p r o v e s  tr a n s a c tio n  a n d  s e r v e r  

p e r fo r m a n c e  a n d  e lim in a te s  S S L  a s  
d r iv e r  fo r  a d d itio n a l s e r v e r  in v e s tm e n t

• S im p lifie s  c e r tific a te  m a n a g e m e n t
• In te g r a te d  c o n te n t s w itc h in g  p r o v id e s  

p a c k e t p r o c e s s in g , tr a n s a c tio n  
a s s u r a n c e , a n d  tr a ffic  c o n tr o l

C S S  1 1 5 0 0
W ith  S S L  

O r

C a ta ly s t 6 5 0 0
S S L  M o d u le

O r  

C is c o
S C A  1 1 0 0 0

In te r n e t, 
In tr a n e t, 
E x tr a n e t

C
le

ar
S

ec
u

re

C o n te n t
S w itc h

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 101010

W e b  A p p lic a tio n  A c c e le r a tio n

D a ta  C e n te r

M is s io n -c r itic a l w e b  a p p lic a tio n s , 
in c lu d in g  in tr a n e t p o r ta ls ,  
c o n s u m e  W A N  b a n d w id th .
F o r  h ig h  p r o d u c tiv ity , H T T P  a n d  
s tr e a m in g  c o n te n t m u s t b e  
d e liv e r e d  F A S T .

S o lu tio n :  H T T P  c a c h in g , 
s tr e a m in g  m e d ia  p r o x ie s

• A c c e le r a te  S ie b e l, in tr a n e t p o r ta ls  a n d  
o th e r  m is s io n -c r itic a l a p p lic a tio n s

• Im p r o v e  e n d  u s e r  e x p e r ie n c e  a n d  
p r o d u c tiv ity

• U s e  th e  m o s t a d v a n c e d  im p le m e n ta tio n  
o f W C C P  v 2  fo r  e a s e  o f m a n a g e m e n t

N e s tle , S .A . –

C a c h in g  to  
e lim in a te  w e b  
la te n c ie s .
N e s tle  p r o je c ts  
s a v in g s  u p  to  
4 0 %  o n  W A N  
b a n d w id th ,
in c r e a s e  e n d  
u s e r  
p r o d u c tiv ity  
a n d  im p r o v e d  
N e s tle  
c u s to m e r  
s a tis fa c tio n

W A N /
In te r n e t
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A C N S /C E : P r o x y  C a c h in g  E n g in e

• S e c u r e  In te r n a l N e tw o r k  fr o m  th e  O u ts id e  
H id e s  in te r n a l n e tw o r k  w ith  C E ’s  IP  A d d r e s s  

A c c e s s  C o n tr o l

• T r a n s p a r e n t (W C C P ) o r  B r o w s e r  P r o x y  In te r c e p tio n  o f 
C a c h e a b le  P r o to c o ls

H T T P , F T P  o v e r  H T T P , R T S P , M M S , H T T P S , n a tiv e  F T P

• S to r e  a n d  s e r v e  a u th o r iz e d , s c r u b b e d  a n d  filte r e d  c o n te n t to  
a u th o r iz e d  u s e r s  a n d  p r o te c t fr o m  m is a p p r o p r ia te  u s e

• W e b  A p p lic a tio n  U s a g e  P o lic y  E n fo r c e m e n t p e r  u s e r :
U s e r  A u th e n tic a tio n : R A D IU S , T A C A C S + , N T L M , L D A P , A c tiv e  
D ir e c to r y

A u th o r iz a tio n : A p p ly  R u le s , A C L s , U R L  F ilte r in g  a n d  B W  u s a g e  
p o lic y  b a s e d  o n  u s e r s  a n d  g r o u p  m e m b e r s h ip . 

A c c o u n tin g : P r o v id e  e x te n s iv e  lo g g in g  a n d  a u d itin g  c a p a b ilitie s

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 121212

W e b  C a c h in g  C o m p o n e n ts

F r e q u e n tly  r e q u e s te d  W e b  P a g e s  a r e  s to r e d  lo c a lly  fo r  la te r  r e tr ie v a l. 
A llo w in g  a d d itio n a l b a n d w id th  fo r  e x is tin g  a n d /o r  n e w  a p p lic a tio n s  

s u c h  a s  V O IP  a n d  IP  T e le p h o n y .
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W e b  
S e r v e r

E d g e  In te r c e p t w ith  
A C N S  A d v a n c e d  W C C P  V 2

M u lti-g r o u p  H o t S ta n d b y  
R o u te r  (M H S R P ) R o u te r  P a ir  

- W C C P  m u lti-h o m e d  C E s

XX
S c a la b le C E  C lu s te r
(u p  to  3 2  C E s /c lu s te r )
- A u to  L o a d  D is tr ib u tio n
- W C C P  F lo w  P r o te c tio n /S lo w  S ta r t

(w h e n  C E s a r e  a d d e d /d e le te d )

In te r n e t

F a u lt to le r a n c e (if C E  o v e r lo a d e d /u n a v a il.)
- W C C P  S h u td o w n
- O v e r lo a d  B y p a s s

F a u lt P r e v e n tio n :
- D y n a m ic  C lie n t B y p a s s

14
S e s s io n  N u m b e r
P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d .

C is c o  C o n te n t S e c u r ity  S o lu tio n s

In te r n e t P r o x y  C a c h e

U R L  filte r in g  fo r  E m p lo y e e  In te r n e t M a n a g e m e n t

W e b  C o n te n t A n ti V ir u s  P r o te c tio n
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T h e  P r o b le m

• 7 0 %  o f p o r n  is  d o w n lo a d e d  b e tw e e n  9 a m  a n d  5 p m  - Se x T ra c k e r

• T h e  n u m b e r  o f h a c k in g  s ite s  g r e w  4 5 %  in  th e  p a s t y e a r  - W e b s e n s e

• 5  b illio n  m u s ic  file s  w e r e  d o w n lo a d e d  fr o m  P 2 P  n e tw o r k s  la s t 
y e a r  - Y a n k e e  G ro u p

• 1  in  3  c o m p a n ie s  h a v e  d e te c te d  s p y w a r e o n  th e ir  n e tw o r k  -
W e b s e n s e U K  Su rv e y

• 8 0 %  o f n e tw o r k  s e c u r ity  m a n a g e r s  c la im  th e ir  b ig g e s t s e c u r ity  
th r e a t c o m e s  fr o m  th e ir  o w n  e m p lo y e e s  - G a rtn e r

A s  c o m p a n ie s  e x te n d  W e b  a p p lic a tio n s  a n d  In te r n e t a c c e s s  to  
e m p lo y e e s , th e y  n e e d  to  m a n a g e  w h a t th e  In te r n e t is  u s e d  fo r  a n d
p o te n tia l th r e a ts  fr o m  “ u n tr u s te d ” c o n te n t.

D id  y o u  k n o w …

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 161616

W h a t is  C o n te n t S e c u r ity ?

A c c o r d in g  to  ID C  …

S e c u r e  C o n te n t M a n a g e m e n t m a r k e t g r o w in g  1 9 %  a n n u a lly , to  $ 6 .4 B  in  2 0 0 7

ID C  W o r ld w id e  S e c u r e  C o n te n t M a n a g e m e n t F o r e c a s t 2 0 0 2 -2 0 0 7 , J u ly  ‘0 3

S e c u r e  C o n te n t M a n a g e m e n t M a r k e t D e fin itio n

“S C M  re fle c ts  c o rp o ra te  c u s to m e rs ’ n e e d  fo r p o lic y -b a s e d  In te rn e t 
m a n a g e m e n t to o ls  th a t m a n a g e  W e b  c o n te n t, m e s s a g in g  s e c u rity , v iru s  
p ro te c tio n , a n d  d o w n lo a d a b le  a p p lic a tio n s  e x e c u tio n .  S C M  is  a  
s u p e rs e t o f th re e  s p e c ific  p ro d u c t a re a s :

A n tiv ir u s  s o ftw a r e  id e n tifie s  a n d  e lim in a te s  h a rm fu l s o ftw a re  a n d  
m a c ro s .  A n tiv iru s  s o ftw a re  s c a n s  h a rd  d riv e s , e m a il a tta c h m e n ts , 
flo p p y  d is k s , W e b  p a g e s  a n d  o th e r ty p e s  o f e le c tro n ic  tra ffic .

W e b  F ilte r in g  s o ftw a r e is  u s e d  to  s c re e n  a n d  e x c lu d e  fo r a c c e s s  o r 
a v a ila b ility  W e b  p a g e s  th a t a re  d e e m e d  o b je c tio n a b le  o r n o t b u s in e s s  
re la te d .

M e s s a g in g  s e c u r ity  s o ftw a r e is  u s e d  to  s c re e n  m e s s a g in g  
a p p lic a tio n s  s u c h  a s  e m a il, in s ta n t m e s s a g in g , S M S , a n d  p e e r-to -p e e r 
fo r s p a m  o r o th e r o b je c tio n a b le  c o n te n t.”
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E n s u r e  W e b  C o n te n t S e c u r ity
A A A , C o n te n t F ilte r in g , V ir u s  P r o te c tio n

A s  c o m p a n ie s  e x te n d  W e b  
a p p lic a tio n s  a n d  In te r n e t a c c e s s  
to  e m p lo y e e s , th e y  n e e d  to  
m a n a g e  w h a t th e  In te r n e t is  u s e d  
fo r  a n d  p o te n tia l th r e a ts  fr o m  
“ u n tr u s te d ” c o n te n t.

S o lu tio n : In te r n e t P r o x y  
C a c h e  a n d  C o n te n t S e c u r ity

• A u th e n tic a te s , a u th o r iz e s  a n d  r e p o r ts  o n  
a c c e s s  to  In te r n e t c o n te n t a n d  
a p p lic a tio n s

• E n s u r e s  v ir u s -fr e e  c o n te n t is  d e liv e r e d , 
w o r k s  w ith  a n ti-v ir u s  s e r v e r s  v ia  IC A P  

• C o n tr o ls  W e b  u s e  w ith  U R L  filte r in g

• A p p lie s  a c c e s s  p o lic y  a n d  c a c h e s  H T T P S  
c o n te n t

In te r n a tio n a l D r u g  
M a n u fa c tu r e r : In te r n e t 
P r o x y  C a c h e  w ith  U R L  
F ilte r in g
E n h a n c e d  S e c u r ity  - e v e r y  
In te r n e t c o n n e c tio n  g o e s  
th r o u g h  p r o x y  to  p r o te c t P C s

U R L  b lo c k in g , In te r n e t 
lo g g in g  fo r  in a p p r o p r ia te  
s u r fin g  a n d  to  d e te c t a n d  
b lo c k  w o r m s  / v ir u s e s

Im p r o v e d  b a n d w id th  s a v in g s  
a n d  r e s p o n s e  tim e : 

4 7 %  o b je c ts  d e liv e r e d  b y  
C E  r e p r e s e n tin g  2 0 %  to ta l 
In te r n e t tr a ffic ; 

O b je c ts  d e liv e r e d  1  to  3  
s e c o n d s  fa s te r

C o n te n t F ilte r in g

In te r n e t D M Z

In te r n e t

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 181818

In te r n a l U s e r s

In te r n e t

W e b  C o n te n t 
S e r v e r

In te r n e t P r o x y  C a c h e

U n tr u s te d o r  
In a p p r o p r ia te  

C o n te n t

- In te r n e t tr a ffic  lo g g in g  a n d  r e p o r tin g

- In te r n e t a n d  A p p lic a tio n  A c c e s s  C o n tr o l

- In te r n e t a n d  A p p lic a tio n  U s e  P o lic y  e n fo r c e m e n t

- U R L  F ilte r in g  S e r v e r  

- A n ti-V ir u s  G a te w a y  (IC A P ) to  s c a n , c le a n  a n d  c a c h e  v ir u s -fr e e  W e b  c o n te n t

- S S L  te r m in a tio n  fo r  c a c h in g  e n c r y p te d  c o n te n t a n d  a p p ly in g  p o lic y  to  
H T T P S  c o n te n t r e q u e s ts

C o n te n t E n g in e  d e p lo y e d  a s  In te r n e t P r o x y  C a c h e  
d e liv e r s  s e c u r ity  s e r v ic e s  fo r  W e b c o n te n t

C is c o  C o n te n t S e c u r ity  S o lu tio n

C o n te n t E n g in e
o r  C E -N M
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E m p lo y e e  In te r n e t M a n a g e m e n t (E IM )
M A R K E T  T R E N D S   &   S O L U T IO N S

R e d u c e  S e c u r ity  R is k s

L im it le g a l lia b ility

Im p r o v e  e m p lo y e e  
p r o d u c tiv ity

E n fo r c e  a c c e p ta b le  In te r n e t 
a n d  a p p lic a tio n  u s e  p o lic ie s

C o n s e r v e  n e tw o r k  
b a n d w id th  a n d  
n e tw o r k  s to r a g e

E m p lo y e e  In te r n e t M a n a g e m e n t (E IM )
In te r n e t S e c u r ity  s o lu tio n s  th a t e n a b le  o r g a n iz a tio n s  to  le v e r a g e  a n d  
c o n tr o l th e ir  in v e s tm e n ts  in  In te r n e t a n d  r e la te d  in fo r m a tio n  
te c h n o lo g y  (IT ).  U R L  filte r in g  is  o n e  o f th e  m o s t c o m m o n  E IM  
a p p lic a tio n s  w ith  b u s in e s s e s , o r g a n iz a tio n s  a n d  s c h o o ls  to d a y .

B e n e fits  

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 02 02 0

A C N S /C E : 
H ig h  P e r fo r m a n c e  U R L  F ilte r in g  

• C E  in c lu d e s  W e b s e n s e v 5 .0  e m b e d d e d  a n d  S m a r tF ilte r v 3 .2  F ilte r in g  s e r v e r  o n -b o x  
• C is c o  r e s e lls  W e b s e n s e a n d  S m a r tF ilte r D a ta b a s e  S u b s c r ip tio n  s e r v ic e s  a n d  C E s
• B e n e fits :

• T u r n k e y  A p p lia n c e  a n d  R o u te r -in te g r a te d  N e tw o r k  M o d u le  S o lu tio n : 
• R e d u c e  N u m b e r  o f D e v ic e s  a n d  T o ta l C o s t o f O w n e r s h ip
• E a s e  D e p lo y m e n t a n d  M a n a g e m e n t

• E m p lo y e e  In te r n e t M a n a g e m e n t: 
•P e r m it/D e n y /C o a c h  T r a ffic , T r a c k s  a n d  R e p o r ts  o n  u s a g e

Admin &Admin &
Reporting PCReporting PC

In te r n e tIn te r n e t

P IX  o r  IO S  F ir e w a ll P IX  o r  IO S  F ir e w a ll 
((W e b s e n s eW e b s e n s e c lie n t)c lie n t)

C is c o  R o u te rC is c o  R o u te r
O th e r  T r a fficO th e r  T r a ffic

W e b  T r a fficW e b  T r a ffic
W ith  W C C PW ith  W C C P C is c o  C EC is c o  C E

((W e b s e n s eW e b s e n s e S e r v e r )S e r v e r )
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W e b  C o n te n t A n ti-V ir u s  P r o te c tio n

• C E  w o r k s  w ith  IC A P  v 1 .0  S e r v e r s  
(T r e n d  M ic r o , S y m a n te c , F in ja n ) o ff-
b o x

• C E  s to r e s  c le a n s e d  c o n te n t a n d  
r e d u c e s  W A N  a c c e s s :

IC A P : In te r n e t C o n te n t A d a p ta tio n  
P r o to c o l

C E  R u le s  to  fo r w a r d  (a u th e n tic a te d ) 
c lie n t r e q u e s ts  to  A n ti-V ir u s  
S e r v e r s

C E  R u le s  to  o n ly  p a s s  c e r ta in  tr a ffic  
(e .g . file  ty p e s ) to  e n h a n c e  
p e r fo r m a n c e  o f A n ti-V ir u s  S e r v e r s

IC A P  to  lo a d  b a la n c e  a n d  fa ilo v e r  
b e tw e e n  A n ti-V ir u s  S e r v e r s

• W C C P  fo r  tr a n s p a r e n t r e d ir e c tio n  a n d  
C E  fa ilo v e r

• In  a d d itio n , u s e  A C N S  to  in te llig e n tly  
d is tr ib u te  V ir u s  U p d a te s  to  C lie n t 
d e s k to p s

IS P IS P

A n ti-V iru s  P ro x ie s

D M Z

O u ts id e  P ro x y  C a c h e s

In tru s io n  D e te c tio n
S S L  M o d u le s

C S S C S S

L o a d
B a la n c e r

L o a d
B a la n c e r

F ire w a ll D e m a rk

IO S  F ire w a ll
1s t L in e  o f D e fe n s e

In s id e  P ro x y  C a c h e s

H ID  W e b  S e rv e rs

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 22 22 2

T o  E d g e  
D is tr ib u tio n  

M o d u le

T o  V P N  / R e m o te  
A c c e s s  M o d u le

T o  IS P  
M o d u le

P u b lic  
W e b  

S e r v e r s

A n tiv ir u s
S e r v e r s

C is c o  
S e c u r e  ID S  
A p p lia n c e

C is c o  
IO S  

R o u te r

C is c o  
S e c u r e  

P IX
F ir e w a ll

V ir u s  a n d  T r o ja n  H o r s e

A p p lic a tio n  M itig a tio n

S ta te fu l P a c k e t F ilte r in g
B a s ic  L a y e r  7  F ilte r in g
H o s t D o S  M itig a tio n

S p o o f M itig a tio n
D D o S  R a te -L im itin g
R F C  2 8 2 7  F ilte r in g

B r o a d  N e tw o r k  T r a ffic  

In tr u s io n  A n a ly s is

S M T P  C o n te n t 
In s p e c tio n

H o s t ID S  fo r  Z e r o  D a y  A tta c k  M itig a tio nF o c u s e d  N e tw o r k  T r a ffic  

In tr u s io n  A n a ly s is

S A F E  A r c h ite c tu r e  a n d  C o n te n t S e c u r ity

P r o x y  C a c h in g

P e r  U s e r  P o lic y  E n fo r c e m e n t

P o lic y -b a s e d  O u tb o u n d  A u t h e n tic a tio n

U R L  filte r in g

A n tiv ir a l h a n d -o ff

C is c o  
C o n te n t 
E n g in e

C is c o  
C o n te n t 
E n g in e
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W h a t is  IP /T V ?
• L iv e  m u ltic a s t c o m p o n e n t o f a  

c o n te n t n e tw o r k

• T u r n k e y s o lu tio n  fo r  e n te r p r is e  
s tr e a m in g  

• B a s e d  o n  s ta n d a r d s

L iv e  S tr e a m in g  A p p lic a tio n

IP  M u ltic a s t &  S S M  fo r  b r o a d c a s tin g
R T P  p r o v id e s  a  c o m m o n  tr a n s p o r t 
R T S P  e n a b le s  c lie n t/s e r v e r  c o n tr o l
R T C P  e n a b le s  u s a g e /q u a lity  lo g g in g
R S V P  fo r  r e s o u r c e  r e s e r v a tio n  Q o S
S D P  (H T T P /S A P ) fo r  P r o g r a m  G u id e

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 42 42 4

C is c o  IP /T V  P r o d u c t F a m ily

• C o m p le te  s tr e a m in g  v id e o  
s o lu tio n

• F o c u s e d  o n  IP  m u ltic a s t

• S tr o n g  fo r  “ L iv e  E v e n ts ”

L iv e  E n c o d in g  &  B r o a d c a s t

S c h e d u le d  R e -b r o a d c a s t

S y n c h r o n iz e d  P r e s e n ta tio n s

Q u e s tio n  F e e d b a c k

Q u a lity  M o n ito r in g  &  U s a g e  
F e e d b a c k
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P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 52 52 5

C is c o  IP /T V  3 4 1 2  C o n tr o l S e r v e r

• C e n tr a lly  m a n a g e s  
e n tir e  IP /T V  s y s te m

• E n a b le s  e a s y  
s c h e d u lin g  o f liv e  a n d  
r e p e a t s h o w in g s

• A u to m a tic a lly  g e n e r a te s  
P r o g r a m  L is tin g  

E a s y -to -u s e , W e b -b a s e d  a d m in is tr a tio n  to o l

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 62 62 6

C is c o  IP /T V  B r o a d c a s t S e r v e r s

• C a p tu r e  a n d  b r o a d c a s t r e a l-tim e  
a n d  p r e -r e c o r d e d  c o n te n t

• D e liv e r  c o n te n t fr o m  a  v a r ie ty  o f 
s o u r c e s :

C a m e r a s , s a te llite  a n d  c a b le  
fe e d s , D V D s

A V I, M P E G  d ig ita l file s

• O ffe r  r a n g e  o f v id e o  a n d  a u d io  
fo r m a ts , in c lu d in g : 

M P E G -1 , M P E G -2 , M P E G -4

M P 3 , A A C , G .7 1 1
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P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 72 72 7

C is c o  IP /T V  o r  Q u ic k T im e  V ie w e r

• B r o w s e r -b a s e d  P lu g -In

E ith e r  C is c o  IP /T V  o r  
Q u ic k T im e  

• E m b e d s  in to  W e b  P a g e
C a n  a u th o r  H T M L  o n  p a g e

• L a u n c h e s  w h e n  u s e r  c lic k s  
U R L  o n  W e b -b a s e d  
P r o g r a m  L is tin g

• M ic r o s o ft IE  &  N e ts c a p e  
b r o w s e r s

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 82 82 8

S m a llC a s t:
A d d r e s s in g  M ix e d  T o p o lo g ie s

•A d d r e s s e s  c o m b in e d  m u ltic a s t a n d  u n ic a s t e n v ir o n m e n ts

•T u n n e ls  a  m u ltic a s t p r o g r a m  th r o u g h  a  p o in t-to -p o in t 
lo g ic a l c o n n e c tio n  b e tw e e n  tw o  IP /T V  S e r v e r s

Data U n ic a s t

M u ltic a s t

DataData

M u ltic a s tT h is  p a r t
o f n e tw o r k

d o e s  n o t s u p p o r t
M u ltic a s t
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P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 2 92 92 9

C is c o T V – L iv e , H ig h -Q u a lity  S tr e a m in g

P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 03 03 0

C is c o  C o n te n t N e tw o r k in g  P o r tfo lio

S m a ll                  B r a n c h                    L a r g e

C S S  1 1 5 0 3

C S M  fo r  
C a ta ly s t® 6 5 0 0

C S S  1 1 5 0 6

G S S  4 4 8 0

C a ta ly s t 6 5 0 0
S S L  M o d u le

S C A  II

S m a ll                D a ta  C e n te r                  L a r g e

S C A

C S S  1 1 5 0 0
S S L  M o d u le

C E -7 3 2 5

C E -7 3 0 5

C E -5 6 5

C E -5 1 0

N M -C E -B P -4 0

N M -C E -B P -2 0

H S EC T E  1 4 0 0

C E , C D M , C RC E , C D M , C R

C E ,C D M ,C RC E ,C D M ,C R

C S S  1 1 5 0 1
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P re s e n ta tio n _ ID © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d . 3 13 13 1

In te r n e t 
E d g eE d g e

D a ta  
C e n te r s !
D a ta  
C e n te r s !

R o u te rR o u te r

W e b , A p p , 
D B  s e r v e r s
W e b , A p p , 
D B  s e r v e r s

P IXP IX

ID SID S

C is c o W o r k s
H S E

C is c o W o r k s
H S E

IP /T VIP /T V

C o n te n t 
D is tr ib u tio n  

M a n a g e r

C o n te n t 
D is tr ib u tio n  

M a n a g e r

S S L  M o d u le  
o r  A p p lia n c e
S S L  M o d u le  
o r  A p p lia n c e

• S ite , n e tw o r k , a n d  
s e c u r ity   m o n ito rin g  fo r 
N e tO p s a n d  S e c  O p s

• P e r s o n a l V ie w s
• C o n tr o lle d  S e r v ic e  

A c tiv a tio n
• N M S /O S S  in te g r a tio n

• C o n te n t c a c h in g
• W e b  a p p lic a tio n  

a c c e le r a tio n
• S tr e a m in g  m e d ia  d e liv e r y
• B u s in e s s  V id e o  a n d  P o S

k io s k s
• C o n te n t filte r in g  fo r  E IM
• V ir u s  c o n tr o l
• A A A

• S S L  A c c e le r a tio n
• S e r v e r  o ff-lo a d
• C e n tr a l c e r tific a te  

M a n a g e m e n t

C o n te n t
S w itc h

C o n te n t
S w itc h

C a ta ly s t 

• C o n tr o lle d  c o n te n t 
d is tr ib u tio n

• P o lic y -b a s e d  
s e c u r ity  a n d  
a c c e s s

• W e b /a p p  s e r v e r, c a c h e , 
fir e w a ll, a n d  V P N  lo a d  
b a la n c in g

• E -T r a n s a c tio n  a s s u r a n c e
• D e n ia l o f S e r v ic e  

p r o te c tio n
• S ta te fu l fa ilo v e r
• S ite  o v e rlo a d  p r o te c tio n
• U s e r  filte rin g /A C L s
• V L A N s
• S e r v ic e  p e r s o n a liz a tio n
• R A D IU S , T A C A C S  a d m in  

• IP  v id e o  
b r o a d c a s ts

G S SG S S

C o n te n t 
E n g in e

C o n te n t 
E n g in e

C T EC T E
• C o n te n t tr a n s fo r m a tio n  fo r  

w ir e le s s  a n d  IP  p h o n e s

C o n te n t N e tw o r k in g  S y s te m s  &  S e r v ic e s
E n a b le  N e w  S e r v ic e s … A s  n e e d e d !!!

• G lo b a l s ite  s e le c tio n
• B u s in e s s  C o n tin u a n c e  

a n d  D is a s te r r e c o v e r y

R o u te r + C E -N MR o u te r + C E -N M
In tr a n e t In tr a n e t 


