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" FreeBSD i * S B % 40 Embedded = Firewall & %2 >
* ]R3 oM (B T)
P F e b ot 3V AK generic-pc-l.1limg ik & 0 3% Bk
ﬂ\ * FreeBSD 4.10-Release = base + ipfilter =1 7
g~ 3BV

&%”rmgenerlc-pc-l.Zb?.img ' ¥_FreeBSD 5.3 + Packet
Filter (PF) + ipfilter 5 & % Base
A+ 2 A —> FreeBSD3 £ £ a8 P
hardware support: bge, em, gx, nge, ti, txp ,dc, fxp, sis, ste,
tl, tx, xI (most)

Il k4 5 http://mOn0.ch/wall/hardware.php
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Hardware

miondwall is targeted at embedded x86-based PCs, The
netdSxx/netddxx range from Soekris Engineering
{www . soelkris.com) and the WRAF platform from PC
Engines {www.pcengines.ch) are offimally supported. All it
takes to get mOn0dwall up and running on one of these
systems is to download the relevant immage and write it to
a CF card (8 MB or larger). See Installation for more
inforrmation.

It is also possible to run monOwall on most standard PCs,
either by writing the generic-pe image to a small IDE hard
disk or CF card, or by using the CO-ROM + floppy disk
version, Since mondwall is based on FreeB=D 4, most
hardware that works with FreeBSD also works with
mOndwall, See the FreeBS0/1386 Hardware Notes for a
detailed listing of supported hardware,

The recommended amount of RAM for mOn0Owall is 64
MB. It might work with less, especially if you don't use a lot
of features/services, but there are no guarantees about that
- watch out for failing firmware uploads (mOn0wall does not
use swap space, so it can't do anything about running out of
mermnory ),

YLAN tagging

The following drivers/MICs either support 'YLARM tagaging in
hardware or handle long frarmes properly. all other
drivers/NICs use software ernulation that causes a reduced
MTU {which mav lead to problems).

» hardware support: bge, ewm, gx, nge, ti, txp
# long frame support: de, £xXp, =is, =2te, tl,
tx, xl {most)

Ads by Goooooodle

x#6 Embedded
Controllers
ADCDAC, maotion, LCD,
1020, Ethernet Low-Cost,
Flexible, CHRZ++ Program
g b rnL o m

$98 Embedded

Controller

Lowy-cost single board
computer wi Ethernet,
Doz & 102 - Dev Kit

WRAP board from 129
PC Engines s jlrmicro eom

WREAP-B DR
outdoor enclosure
fram mini-bos.conm
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Firewall: Traffic shaper

m T3 Queues Magic shaper wizard

webGUI Configuration min0wal,

No. Bandwidth | Delay PIR  Queue  Mask Description
1 96000 Kbit/s ®
2 £4000 Kbit/s ®
3 5000 Khitjs ®
4 40000 Kbit/s @®®
5 30000 Kbit/s ®
& 20000 KbitJs ®
7 10000 Khit/s ®
8 5000 Kbitjs ®
? 2500 Khitfs ® System information
10 1250 kbit/s @ Name milnOwall local
it 960 Kbitfs ® Yersion 1.2b7
12 840 Kbitfs ®® built on Sun Mar 20 18:45:04 CET 2005
13 354 Kbitfs ® Platform genetic-pc
14 256 Khitfs ® Uptime 20142
15 128 Khitfs ®® Last config change Tue Apr 19 18:06:19 UTC 2005
16 96 Khit s @ CPU usage wiew graph
17 &4 Khit s ® Memory usage \El 8%
18 32 Kbitjs ®
19 16 Khitjs ®
@®

Mote: a pipe can only be deleted if it is not referenced by any rules or gueues,

8 @ FEER

miono er, All rights
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#BER EHEE WA FARELW TED SHAm
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webGUI Configuration

Firewall: Rules

2} hitp:/f172.22 49 241 - mOnlwall local - Services: Captive portal - Microsoft Internet Explorer

BRE REED BRO IHEEW IAD HAD

Qra-Q HNRAG Pne Jrawse @ -2 w- @&

LR WAN
Proto | Source  Port Port
TCP 172.22.0.0016 | * WaN address 10000

TCP LAN net & 172.22.0.0{16 | *

*

TCP 172.22.0.0{16 LAM net *

A pass
1" pass (disabled)

¥ block
. black {disabled)

M reject =l log
reject (disabled) ! log {disabl

Hint:
Rules are evaluated on a first-match basis {i.e. the action of the first rule ko matd
means that if you use block rules, you'll have to pay attention to the rule order, H
is blocked by default,

y Manuel Ka

webGUI Configuration

Services: Captive portal

Allowed IP addresses | Users

Pass-through M

Captive portal

[] Enable captive portal

Interface Lan
Choose which interface to run the captive portal on,

Idle timeout

I:I minutes

Clients will be disconnected after this amount of inactivity. They may log in again
immediately, though. Leave this field blank for no idle timeout.

Hard timeout

0 lminutes

Clients will be disconnected after this amount of time, regardless of activity, They may
log in again immediately, though, Leave this field blank for no hard timeout {not
recommended unless an idle timeout is set),

Logout popup Enable logout popup window

window If enabled, a popup window will appear when clients are allowed through the captive
portal, This allows clients to explicitly disconnect themsebves before the idle or hard
timeout occurs, When RADIUS accounting is enabled, this option is implied.

Redirection LIRL
If vou provide a URL here, clients will be redirected to that URL instead of the one
they initially tried ko access after they've authenticated.

MAL filtering Disable MAL filtering
If this option is set, no attempts will be made to ensure that the MAC address of
clients stays the same while they're logged in. This is required when the MAC address
cannot be determined {usually because there are routers bebween monOwall and the
clients),

Per-user ~ - e

banderidth Enable per-user bandwidth restriction

restriction

Pass-through MAC download l:l Khitjs
Vhikle

Pacz-thrnnnh MAT nnlnad
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monowall F24ES{E GADONRIES )

% Windows XPsiemd #5238 %J
o physdiskwrite.exe generic-pc-1.2b7.img <—
g R-Tnen e fry oA igos o TR IR R R
BB B> 2 L B4 | 2R iRkt

L‘ g - AWINDOWS\system 32w md exe
\“F’

Microsoft Windows XP [H 5.1.26081
(C> Copyright 1985-2001 Microsoft Corp.

CAWINDOWSsystem 3 2% md exe - physdizkwrite generic-pe-1.2h7

:sDocuments and Settingz“RegizlUserlcds

Information for ““.“PhysicalDriveB:
Windows : cyl: 4866
tpc: 255
spt: B3
CH/S: 163831663
Model: MAXTOR 6LA4BL2
Serial number: 662214727888
Firmware rev.: A93.8500 F 12:5m @ AUTOEXEC.BAT
F 12:5m A CONFIG.SYS
TTﬁF 18:686 <DIR> Documents and Settings
T 12:11 7.874,.445 generic-pc—1.2h7.ing
4 1@:58 90.112 physdiskurite.exe
W‘fF B3: 41 <{DIR> Program Files
<DIR> Temp
<DIR> WINDOWS

7,164,557 {
35.536,.965,.632 {UTiHE]H

Information for ““_.“PhysicalDrivel:

Windows : cyl: 62

tpc: 32

spt: B3
CsH-B: 978432
Hodel: TRANSCEND DOMB64M
Serial number: S55I1864MAS4BET18402F
Firmware rev.: 1.1

Information for ““.“PhysicalDrive2:
Windows : cyl: 12
tpe: 255
spt: hl

:xrphysdiskurite generic—pc—-1.2b7.1img_

Ihich disk do you wani{ to write? (B..2)> 1 o =

P REAEYE
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CAWINDOWS\sysiem 2 2% md exe - physdiskwrite generic-pc-1 1Y

Information for “.“PhysicalDrivel:

Windows: cyl:- 4866

tpc: 255

spts 63
C/H-8: 16383-16-63
Hodel: HAXTOR 6LA48L2
Serial numbher: 662214727088
Firmware veuv.: A93.856008

Information for ““.“PhysicalDrivel:

Windows = cyl: 62

tpc:= 32

spts 63
CrsHA8: Y432
Hodel: TRAWSEEND DOMAG4HM
Serial numbher: SS55I1064MES408T184682FP
Firmware rev.: 1.1

Information for ““.“PhysicalDrive2:
Windows: cyl:= 12
tpc:= 255

Information for ““.“PhysicalDrivel2: spt: 63

Windows = cyl: 12
tpc: 255

WWhich diszk do you want to write? (@..2> 1
spt: b3

Ahout to overwrite the contents of disk 1 with nels data. Proceed? (ysn> y

Which disk do you want to write? {(A._.2> 1

Abocwt to overwrite—the contents of disk 1 with new data. Proceed? {y/n) y
Found signed compressed image file

ALA%6H butes written

Which disk do you want to write? (B..2> 1

Ahout teo -sverurite the contents of disk 1 with new data. Proceed? {y/n) y
Pound signed compressed image file

753927995322 bytes written in total

RN
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£ kX #DOMIE » in B & ¥ L 48 ch T *GIDE 34 1 -
TATHE BT B LRGBS T

——

Ll _ :}/‘ B 2
wew This is nBnBuall, version 1.2b7? I N E% 1;5,
built on Sun Mar 20 18:45:84 CET 2005 for generic-pc ;{ o~ % 4
Copyright (C) 2602-2805 by Manuel Kasper. All rights reserved.
Visit http://nBnB.chovall for updates.
SHE S - R
LAN IP address: 192.168.1.1 PR AR ’

2% ZInterfaces

Port configuration:

LN -) sish
N - sist

nBnBuall console setup
LLLLLLL LI LI LTI ITITTITT)

1) Interfaces: assign network ports
2) Set up LAN IP address

3) Reset webGUI password

1) Reset to factory defaults

5) Reboot system

6) Ping host

‘ Enter a number: 1



monowall

nBnBuall console setup

-0 506006 3 B 2 3 N 36 0 36 0

1) Interfaces: assign network ports
2) Set up LAN IP address

3) Reset webGUI password

4) Reset to factory defaults

5) Reboot system

6) Ping host

Enter a number: 1
Valid interfaces are:
fxpd  00:d0:b7:4d:ec:25

fxpl  008:d8:b7:4d:e9:ee
fxpZz  00:d0:b7:4d:e9:10

(up)

Do you want to set up ULANs first?

If you’re not going to use ULAMs, or only for optiomal imtcriaces, you
should say no here and use the webGUI to configurc ULANs later, if required.

Do you want to set up ULANs now? (y/n) B

K

ot

!

=

[

{E GADONE

/=

m (L7

f5)

-~ PR AA

FHE ¥ - R T

Interfacesis , x %t
2 S =2 L
v Rr by, P F

Aok e+ 27 5L 5
Fhe?E g opow

PREE e+ e Tl
+HUB

f;,f{f""‘?:g;#,]’p [
£ 7 & #aVLans
R T



monowall F24ES{E GADONRIES )

Ualid interfaces are:

5] % VLans 3% =_
fxpd  80:d8:h7:4d:ec:25  (up) EE Y - il
fxpi  080:d0:h7:4d:e9:ee E 7 BE > am 4\
fxp2  00:d8:7:4d:e9:f0 iR R A
2 2 rf-»
Do you want to set up VULANs first? L3 ‘y{ ~
If you're not going to use ULANs, or only for optional interfaces, you
should say no here and use the wehGUI to configure ULAS later, if required.
Do you want to set up ULANs now? (ysn) n
‘y - A R TF 4k RA
, &k =X T+ o o3
If you don’t know the names of your interfaces, you may choose to use I )L‘ f, 4 }%\E)é
auto-detection. In that case, disconnect all interfaces hefore you hegin, [Aay § r)li E_P 1@'] »
and reconnect each one when prompted to do so. 10 24k Z
promp ol A K
Enter tie LAN interface name or 'a’ for auto-detection: fxp@ %6_
Enter the UAN interface name or ‘'a’ for auto-detection: fxpi
Enter t!;e Optional 1 interface name or 'a’ for auto-detection
(or notiing—if finished): fxp2
7 5~ E R F
Enter the Mptional 2 interface name or ‘a’ for auto-detection iﬁ ] ST
(or nothing if finished): ] N "‘:L" ‘:zk\;/vr: T_




monowall

K

Do you want to set up VLANs now? (y/n) n

I’

4

=

[

{E ADON R

If you don’t know the names of your interfaces, you may choose to use
auto-detection. In that case, disconnect all interfaces before you begin,
and reconnect each one when prompted to do so.

Enter the LAN interface name or ’'a’ for auto-detection: fxp8

Enter the WAN interface name or 'a’ for auto-detection: fxp1

Enter the Optional 1 interface name or 'a’ for auto-detection

(or wothing if finished): fxp2

Enter the Optional 2 interface name or 'a’ for auto-detection

(or nothing if finished):

The interfaces will be assigned as folicus:

LAN -> fxp@
UAN -> fxpl
OPT1 -> fxp2

The firewall will reboot after saving the changes.

Do you want to proceed? (y/n) yf

[~ ~
(7

26
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monowall %4

w=nx This is nBnBuall, versiom 1.2h7
built on Sum Mar 28 18:45:04 CET 2885 for gemeric-pc

Copyright (C) 2882-2885 by Mamsecl Kasper. All rights reserved.
Visit http://nlinl.chouall for updates.

LAN IP address: 192.168.1.1
Port configuration:
LAt - I

Ut - fpl
orr1 -> fxp2 (OPT1)

a8aBuall cousole setwp

.

1) Interfaces: assign network ports
2) Set wp LAN IP address

3) Reset webGUI password

1) Beset to factory defaults

S) BReboot systea

6) Ping host

Eater a mumber: l

B RIDONRIEH)
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auhuniblzmk - Microsoft Intemet Explorer

BRE HEE R0 HEREw IRO HAD

O O HNEG Pwm @ 3- 2508 . SRS =

Y2l
FUO) [ p1921681 ] e v BrE @

_ — e [P-192.168.1.1,

34591 1192.168.1.1 B l_‘:_if_]_l‘_ It i 3E. — ﬂ'b

{ERZA/O: |ﬁ adimn

A
2 pE kG
TEEEE): |MM ~ /J‘ WL F

[JietefiEiEr)

N L]
€] EAERARHER hip /192168 1 11 |(Ammm____ ) g RS % 'E‘% ° monO

1y 2} shoutblank - Microsof...

s FF 0516




monowall BXRIESIE (ADONRIESHI)

a minOwall Iocal - mOnOwall webGUI - Microsoft Internet Explorer
wEE REED BRE BHeEEW I/AOD HBEW

Qia- O X8 G Ous omer @3- @- )8

D) &) hip:192.168.1.1/ v| B e EE >
-> - 52 A N a3
0 T AT R
i ji a0 734 =z L -
webGUI Configuration o T 1E‘__i F] F] ]

mindwall.local

Yersion 1.2b7
built on Sun Mar 20 18:45:04 CET 2005 2 »
23 (; Ll Y
Platform genetic-pc { { b — 5 9
@ g W 7 -

Uptime 05:35

Last config change Sun Apr 24 9:21:07 UTC 2005 | /\ - 4 J A
=
CPU usage wigw graph l m f) ~ P ﬁ F

[ — LY

Memory usage

&% ©
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monowall BYNES {E (RIRER

3 mOnDwall local - System: General setup - Mictosoft Internet Explorer = |[8
BEE REE BRY HROSEQW IAD HEH e

Qr=r-© X @G Pu= sesmmz @ Q-2 ‘OB

AT 4] httpei192.168. 1. systern.phy

Sadl

System: General setup

» Diagnostics

< ! 2, 42 3

Hostname |Firewall < T [ ] /;’s\ “‘\ R f,, %F_
niame of the firewall host, without domain part
e.g, frewal 27, S o2

| | o iw & +& ehDomain

Domain |jsjhs.ntct.edu.tw <+

2.0, MPCOHD.Com 17
. u w8 & cDNSA #%IP
4 2 FC 4

1B EE P ERE R A
IP addresses; these are also used for the DHCP service, DNS Forwarder and for PRTR PN
R ’ DHCP:% %_¢ :#DNSE 7

Allow DNS server list to be overridden by DHCP/PPP on WAN

If this option is set, mOnOwall will use DNS servers assigned by a DHCP{PPP server on
Wan Far its own purposes (including the DS Farwarder), They will not be assigned ta
DHCP and PPTP YPM clients, though,

|Jsername e /

If wou want to change the username For accessing the webGLI, entep |

Password A

i

LLLLL (confirmation)
If vou want ta change the password For accessing th

, enter it here twice.

webiGLI protocol OHTP @ HTTRS

web G part /

Enter a custom pork number for the webGUT above iF wou want to override the default (80

/.

For HTTR, 443 for HTTPS).

Time zane | EbcjUTC v |

Select the location closest ko yvou

—  '.

Time update interval

<

Minutes between network time sync,; 300 recommended, or O to disable

IR IE S
RS j%%
¥ I
HTTPS)

? 2% »~ port(
YE e x)

g SLEnT (TP E (B R

AsialTapel)

e B ¥ P e R IR

{1T] A‘L
fA
-
&~
44
e

: < e P2 1 B—;l;. - L/ A Y
TP time server |time.stdtime.gov.tw | « &%‘ ﬁ—)év *”Q ~ ;'. ﬁﬁ ( PL f’/(
Use a space to separate multiple hasts (only one required). Remember to set up at leask = =
one DS server if you enter a host name here! tl me. Stdtl me. gov .tW)
2C |w g e TR

® ﬁFﬂﬁﬂ%
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webGUI Configuration il el - ;}fé‘ T 4+ _%};b % ;
System: Static routes g 4 'Ip, T ;,J
: ® ZEk SRy
System: Static routes: Edit
Interface
, \ » Choose which interface this route applies ko,
— AL %‘f > ¥l=7 18 2
> +)L '3:’]‘ BX E- ‘K Destination | |."|32 Vl
2 =7 2 5( K/\ :H: network T ; =
i‘: (l /‘ '& | v ) w7 Destination network For this skatic route
s 2 N ¥ 2 > Gateway | |
ANV & ;\‘ - *7% I:"— P\ ¥ K Gateway to be used ko reach the destination network
- g 7 - 4n, o ; inH
i"FL %IJ ] 1 x 7 =+ ‘f:%_ _F)\ Description | |

You may enter a description here for your reference {naot parsed),

Network Gateway .
172,22.1.0/24 172,220,240 ® -
WA 172,22.2.0/24 172,22,0,240 ®
WA 172.22.3.0/24 172.22.0.3 ®
WA 172.22.4.0/24 172.22.4.254 ® ®
WA 172,22.5.0/24 172.22.5.254 ®
WA 172.22.6.0/24 172,22.6.254 ®
WA 172,22,7.0/24 172,220,240 ®
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m i %8 { AT
mgnGwall o F ARG

webGUI Configuration mongwall local

System: Firmware

You are using the mosk recent beta version of monowall,

Click "Enable Firmware upload” belaw, then choose the image file (generic-pec-*.img) ko be uploadad.
Click "Upgrade firmware" to start the upgrade process.

s RTRabefl g
IR FE TR
Enable firmware upload . = . 27, 02
( p 1 ¥ FF G045 3 1w e

Warning:

DO NOT abort the firmware upgrade once it has started, The firewall will reboot e 23 2%
57 §Y g i" e ?

automatically after skaring the new Firmware, The configuration will be maintained,
U pgrade#:» 42 IV
g #7

System: Firmware /

Click. "Enable firmware upload” below, then choose the image file {geferic-pc-*.img) to be uploaded,
Click. "Upgrade firmware” to start the upgrade process,

[ Disable firmware uplﬂad ] -

/
Firmware image file: |/ |[RIE...
¥

[ Upgrade firmware ]

Warning:
L2 MOT abart the firmware upgrade once it has skarked, The Firewall will rebook
automatically after storing the new firmware, The configuration will be maintained.
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monowall

IPsec
PPTP
OpenyPy

Wi
} Diagnostics

A KAS B {F (R iRERE

System: Advanced setup

Moke; the options on this page are inkended For use by advanced users only, and there's NO support For them,

IP¥6 tunneling

[ NaT encapsulated IP¥6 packets (IP protocol 41 /RFCZ2893) to:

| | (IP address)
Don't Forget to add a Firewall rule to permit IPv6 packets!

Save

Filtering bridge

[] Enable filtering bridge

This will cause bridged packets to pass through the packet: Filkerim

packets do (b defaulk bridged packets are always passed). If vou enable this option,
wou'll have to add filker rules to selectively permit traffic from bridged interfaces.

Save

webGUI SSL certificate ‘key

Cerhificate

Paste a signed certificate in %.509 PEM farmat here.

Paste an RS54 private key in PEM Format here,

Save

Miscellaneous

IR ()

fz ¥ IPvb to IPv4
NAT

=0 Sl VAN R g
bridgex i:




monowall BYESS{E (RIRERTE

Miscellaneous

Consale menu

[] pisable console menu <
hanges ta this option will take effect after a reboak,

Fitrnwate version
check

[] pisable firmware version check

This will cause mandwall nok ko check For newer firmware
Firmware page is viewed.,

TCP idle timeout

|_ | | seconds

Idle TCP n:n:nnnectn:nns will be remaoved From the stake table after no packets have
received far the specified number of seconds, Don't sk this koo high or your skate table
could become Full of connections that have been improperly shut down. The default is 2.5
hours.

e
<

Hard disk standby | &hways on | <«

i Puts the hard disk inta standby mode when the selected amount of time after the last
access has elapsed. Do nof sef & for OF card.

Mavigation [] Keep diagnostics in navigation expanded

Skatic route Filkering

| Bypass firewall rules for traffic on the same interface *—

This aptian anly applies if you have defined one or mare static roukes, IF it is enabled,
kraffic that enters and leaves through the same inkerface will not be checked by the
Firewwall, This mayw be desirable in some situations where multiple subnets are connected to
the same inkerface.

webiGUI anti-lackauk

["] pisable webGUI anti-lockout rule <+
By default, access to the webEUI on the LAN interface is always permitted, regardless of
the user-defined Filter rule set. Enable this Feature to control webGUT access (make sure
ko hiave a filker rule in place that allows wou in, ar you will lock yourself ouk!y,

Hink; the "set LAM IP address" option in the console menu resets this setking as well,
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monowall BXES{E (WANERSE)

Interfaces: WAN |« WAN7% 2 £ 7 5

@ The ch h b d. ¥ E rebook fi Il Far ch Stat|C(r_jr-:"]7‘i|P$\‘),
e changes have been saved, You must rebook wour firewall Far changes , a- 2, .
DHCP (# f& B~ 8 3%) |
Type Skakic V|

PPPoE (ADSL
General configuration

34), PPTP (- 8%
;%) , BigPond Cable

| (37 RTRFRN)
(10 e B S e i) T e o B ¥ * Static
Enter a MAC address in the Following Formak: oo or leave blank . —_E.’)s *j;—;% ,;ﬁ% }l\? V] ,‘;{

MTL [ ~ a0 L
[ ¥ WAN# #F iMAC
If vwou enter a value in this field, then M35 clamping for TCP connections to the value entered
above minus 40 (TCPSIP header size) will be in effect, IF vou leave this Field blank, an MTU of AddreSS
1492 bvtes for PPPoE and 1500 bytes For all other connection types will be assumed.

MaC address |

Static IP configuration [ | WAN::% E‘f’?l Pﬁ 3@:‘3’_ diﬁ
IP address 163.22.54.253 |t[24 ~] H-THKp A%
1
Gateway |16:3.22,54.254 | - , .
n WANzZE e i Zhk,
_Ar B2 e
&AL i

Router =31 P

Hostname | |

The wvalue in this field is sent as the DHCP client identifier and hoskname when reguesting a
DHCP lease. Some ISPs may require this (For client identification).




monowall BXIES{E (DNZEESE)

\ LY ERERGTORS R2 %%ﬁé)éﬁtéé.%%*é?’i/%f‘&ﬁ g et g L
|

A) mondwall

Interfaces: Optional 1 (OPT

Enable@ptional 1 interface

e Drescription GDMZ ) |

Enter a description {name) for the interface here,

Bridge with i | Wan )

IFEddI‘E!’gS ﬂ |.|I 3 '\% hrid E ey ﬁ,
' FE SRR S

Mote:

be sure to add firewall rules bo permit kraffic through the interface, Firewall rules For an
interface in bridged mode have no effect on packets to hosts ather than monOwall ikself,
unless "Enable filkering bridge" is checked on the Svskem; Advanced funckions page.

%44 1 E# & (TBridgesie+ 554 e @E AEPER TP ;gz:ﬁs
filtering bridge s &
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monowall BHXIESEMR

uleZE5E)

Firewall: Rules

Proto

_5ﬂl.l_r"ti_‘__ ‘Port Destination Port Dgéiffip;i_ijr'l

FlE -

LA net L # # Default LAN -= anw

Firewall: Rules

L YAN m
—

Proto |_5nqi‘ci=_:_ |qu'|'_|:: |[}‘_E°EI_!_ih.jti_gn' |F_'url:_'-

Description

Mo rules are currently defined for this interface,
Al incoming connections on this interface will be blocked until you add pass rules,

Click the @ button bo add a new rule

AR

Firewall: Rules

A pass

Proto |_5nqr'-:i‘_:. |:F‘u'r_l:: |Qesl;_iha_iti_pn' Port  Description

Mo rules are currently defined For this interface.

Al incoming connections on this interface will be blocked until you add pass rules,

Click the @ butkor ko add & new rule

X blodk M reject =1 log

" pass (disabled) block, {disabled) reject (disabled) log {disabled)

LANRulesp = 3%
= any to any,# 1 & »

$1 5

WAN:Rulesp 2_&_

LS EUNCE S
WAN:e » ¥ 72 4 &

DMZ :rRulesk  2_7
8 41,2 2 WAN4p
gz r gY

-

W £

50




monowall

Firewall: Rules

Proto Source Porkt Destination Port Description
| * LAM net * % % Defadt LAl -=any | (©)(€)
P pass * Block,  reject (=] lag
I pass (disabled) block (disabled) reject (disabled) log (disabled)

P KIASE {E (RulcERFE)

n F+773 Rulek <

. Fiot+d A -
Rulests &

£+ #74c— BRulets ¢
AT B IR

Firewall: Rules: Edit

Action

Chonse what ko da with packets that match the criteria specified belaw,

Hink: the difference between block and reject is that with reject, a packet (TCP RST or
ICMP port unreachable For UDP) is returned ko the sender, whereas with block the packet
is dropped silently, In either case, the original packet is discarded, Reject only warks when
the protocol is set ko either TCP or UDP (but nok "TCPIUDP") below,

Disabled

[ ] pisable this rule
Set this option to disable this rule without removing it from the list,

Interface

e

Protocol

Hink: in most cases, you should specify TSP here,

ICMP Evpe

<

If wou selecked ICMP For the protocol above, wou may specify an ICMP tyvpe here,

EHRERA G
e ST A
PLIETE O A G T
EEICMPRE A 5 i£%



monowall [FXIES {E (RulcSR5E)

[}

Source D not
IJse this option ko invert the sense of the match,

Tvpe: | LAk subnet w I =
Address: | !
Source port Fram: |
range
ko |
Specify the port or port range For the source of the packet for this rule, This is usually nok
equal to the destination port range {and is often "any'"),
Hink: wou can leave the ¥o'field ermpty if vou only want b filker a single port
Destination D nat
LIse this option ko invert the sense of the match, N s+ =
) n PenkiEdHany s
Type: | any X | R
F
Address: 1 !
Destination port From: | are
range
Fragments [] aAllow fragmented packets

Hint: this option puts additional load on the firewall and maw make it vulnerable to DoS
attacks. In most cases, it is nok needed. Try enabling it if vou have troubles connecting to
cerkain sites,

L0g O Log packets that are handled by this rule /

Hink: the firewall has limited local log space, Don't turn on lagaging for everything, IF wou
want ko do a lot of logging, consider using a remote syslog server (see the Diagnostics:
System logs: Settings page).
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&

A
¢

e

Description 5t Blok LAM - any | <
¥ou may enter a description here for vour reference (naok parsed),

Save

4~



monowall [FXIES {E (RulcSR5E)

Firewall: Rules
x 7 & -
n %%.é?ﬁi'l;)——
The firewall rule configuration has been changed., .
You must apply the changes in arder For them bo kake effect, % RUI e
[ Apply changes ]

Bl wan ovz. T} it e SR

Proto Source Porkt Destination  Port cription
HEE LAN net * : : Default Lot -=any | (©)(€)
/ ®
L * * W | Set Blok LAM - ®©@
an'y @

g E s B2 F
A pass X block, M reject £l log = 'ﬂ, * 7“’»'% :i i J }X'J KT
7" pass (disabled) block (disabled) reject (disabled) log (disabled) mRUIeﬁ% a P

m LEHEEH H TRule

BT W s W
. BEBERL R
Proto  Source Port  Destipation Port | Description L &
| * w * 2% Diefault LAN - ary @
.,/
o] X4 * * * * Set Blok LAN -> GO
........ i @
A pass  Block  reject =] lag
" pass (disabled) block (disabled) reject (disabled) log (disabled)




monowall

P KIASE {E (RulcERFE)

[ Apply changes

Rulesa 14

Proto Source Port Destination | | Description b N )
[Pove ! AT VS AR
I:lx *® * * * ik Set B e ’ 4 >4 k) =
any %E'Jﬁéf@ —'HL ~
]| LAM nat i e e Default LAN -= any ©@
® = Ruleshp| % { 143
g@ GRS
A =4 ') "
A pass X block o reject =l lag (,LE_ fﬁ;ii‘ i Zj ;}%‘l R IRE
" pass (disabled) block {disabled) reject (disabled) log {disabled) #= R /‘b‘? /:.§ i )

|+ LAN rist # 210.243.0.0/17 | * Diefault LAM - n ;%—uz: ™ m AT TE
TAMET s

O |* LAM riet * 163.22,.0.0/16 | * Default LaM - = ©@® e R Vi (T en
163.22.0.0/16 ®

47 | LAN net # 172.22.00{16 | * Default LAN -3 ©@®
Internal @

X |* LAN ret & 2 . Set Blok LA - ©@
an'y @

R LAN riet % * . Default Lo -= any | (€)(E)

A pass X Hlock, M reject [Z] lag

7 pass (disabled) block {disabled) reject {disabled) log (disabled)




P KIASE {E (RulcERFE)

monowa:all
134.208.0.0/16 192.83.192.0/22
140.109.0.0/16 192.83.196.0/24
140.110.0.0/15 203.64.0.0/16
140.112.0.0/12 203.68.0.0/16
140.128.0.0/13 203.71.0.0/16
140.136.0.0/15 203.72.0.0/16
140.138.0.0/16 210.200.32.0/19
140.92.0.0/16 210.240.0.0/16
140.96.0.0/16 210.243.0.0/17
163.13.0.0/16 210.59.0.0/16
163.14.0.0/15 210.60.0.0/16
163.16.0.0/13 210.62.224.0/20
163.24.0.0/14 210.62.240.0/21
163.28.0.0/16 210.62.64.0/19
192.192.0.0/16 210.70.0.0/16
192.83.166.0/23 210.71.0.0/17
192.83.168.0/21 208.37.27.8

192.83.176.0/20

TANET IP 3£




monowall

A KASE {E (RuleiRFE)

Firewall: Rules

|

The firewall rule configuration has been changed.
You must apply the changes in order for them ko take effect,

|
Apply changes ]
LAN | WAN Bbr
Proto  Source Port  Destination  Port  Description
] 4| TcP DMZ net # WAN address | 9999 | DMZ=>lOCAL X ©@ =
2 A
A pass X block M reject =] log
" pass (disabled) block {disabled) reject (disabled) log {disabled)

i B port F_i% a4k
AR R AR D

S:Eﬁ Ruleiz = Fe 7
DMZ

35’7\4’ - % “'E_,EJ,E@ e
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g J2 porti=Ht
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monowall B[S VIPN S4{E

Internet

o

- —_
IPSec VPN T :1 i -
° ume //ﬂ/

/

mOnOwall

@ @ IPSece VPN Tunnel
Wan IP 211.75.X . X 3
Wan IP 163.22.X .X

Lan IP 192.168.2.0/24
Lan IP 192.168.1.0/24
School Getway 192.168.2.254 T

Getway 192.168.1.254
@ Home




monowall %45 VPN S{E (1)

AT REEFE & AGPIE > 2T AR firewall WAN rule 2
R N S &
Firewall: Rules

LAN W OPT1

Proto Source Port Destination Port Description
®
@©
®®
A pass X block * reject [l log
7 pass (disabled) block (disabled) reject (disabled) log (disabled)
=T k5 izif 4o » Routerules
System: Static routes
Interface Metwork Gateway Description
AN 192 .168.2 .0/ 24 192.168.1.254 Route to Home @ @




‘ monowall fH%4S VIPN S4E (2)
= Bfs 5 1eizi#R T VPN 7 Tunnels IPSec
VPN: IPsec

The changes have been applied successFully,
L2 Mobile clients | Pre-shared keys

Enable IPsec

Save

g“c

ZE

-+

! Local net a“t‘“f?“* P1 PLEnc.  PLHash .

—Q Remote net g:'mu £ mode Algo Algo CacHiDLiDn

e LAR WAk main 3DES SHA1 @ @
E 192.168.2.0/24 |163.22.X.X




monowall

pikidS VPN B4E (3)

£ ok pazizd#Ffehi - firewall WAN rule 2B i &= {

RITE

Firewall: Rules

LAN W OPT1

Proto Source Port Destination Port Description
®

@©
®®

A pass X block * reject [l log

7 pass (disabled) block (disabled) reject (disabled) log (disabled)

BT ok pa2 iz 4 » Routerules
System: Static routes
Interface Metwork Gateway Description
WA 192 .168.1.0/24 192 .168.2.254 Route to School




‘ monowall fH%4S VIPN S4E (2)
= Bfs 5 1eizi#R T VPN 7 Tunnels IPSec
VPN: IPsec

The changes have been applied successFully,
L2 Mobile clients | Pre-shared keys

Enable IPsec

Save

g“c

ZE

-+

! Local net a“t‘“f?“* P1 PLEnc.  PLHash .

—Q Remote net g:'mu £ mode Algo Algo CacHiDLiDn

e LAR WAk main 3DES SHA1 @ @
A 192.168.1.0/24 |211.75.X.X
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