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» Password Attack
- REEHH - R AT -
*  SQL-Injection
- BN ISR H 28R - (FElgs -
* Cross-Site Script
— JavaScriptE¢ HAHHTML-Script » R /EHE H 22 8i1% - HIalgus -
* Directory Traversal
— LRSS A IE SRR - SR P T DA A - R S
FHNFRIIE -
* HTTP Service Exploit
- ARSI PER R - il H S Buffer-Overflow, f&fATiGH -
* Cookie/Session Hijacking
- HFGHETTECookieskSessionfl » HUBw - - HUS-f AR -
* DDoS of HTTP service
—  [FIFF RO AEE A LR AR . - BGEEREOR -
*  XML-Injection, HTTP-Injection
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* Password Attack

- REEHH - B AT -
*  SQL-Injection

- WERGEIES)  BEfEE  ERAEER - BAeEERE

HITDOSHE S -

* Cross-Site Script

- B P > STHERRMENE > TR PR A -
* Directory Traversal

- HUfSHEuh H e s g e AR S -
* HTTP Service Exploit

- HRARBEN - B - B -
* Cookie/Session Hijacking

- IREEF P - BUSHEABIRER - SRS REEE S
* DDoS of HTTP service

- HEUGIRESEEE - USRS E R -
e  XML-Injection, HTTP-Injection
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e RTIRFELA A 1
o R4 : SQL-Injection
* JFEB] (ASP A2 =UHE)

0 . ECRE AT ARYEDR - AT A AR > 2
T SR ERL -
1 . strUserInput=request.form(“UID")

2 . SqlCmd="select password from usr where UserID=""&
strUserlnput &"""

3 . set rsl=cn.execute(SqlCmd)

AL IR EE G4 1

o JeiH%4%H : SQL-Injection
o IR (ASP A2 2UHS)

. <!--#include file=conn.asp-->

. <%

. username=request.form("username")
. password=request.form("password")

whn A W N =

. sql="select * from my_webUser where userCode=""&username&"' and
userPassword=""&password&"" and userType=1 "

6 . set rs=conn.execute(sql)
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AN AL E T A e

o JRlAZ4FE : SQL-Injection
o JRilEA ]
— http://www.abc.gov/admin/login.asp?UID=admin&
PWD-=test1234

— http://www.abc.gov/admin/login.asp?UID=admin&

PWD="*or “’=°
— http://www.abc.gov/ShowNews.php?Item=2&Detai
1=100

— http://www.abc.gov/ShowNews.php?Item=2&Detai
1=100" ;-- Select * from user where UID="‘admin’

A EREEM - S AR#ER - Microsofi Intermet Explorex
RO WEED R0 FREW IARD SED

Q- O HEG Pus Jeamsz @ - & L3

-

-ﬁiﬂ:@”@ ittt crjcy. gov cufnewsiread news. asp Poevwsid =47 24 V| #_%E MEE P Noron Intemet Security @3- Horton AntiVir: fg =

0k A R A REBR

20055118 16H EH= i &
HEEE: wEadr | PLEER | FLESRIF | BRI | FERS | EXbiz | BEES | #OEEEF

Microsoft VBSeript MMEESHERE 1R 7 800203F6°

il T End’

iisHelp/ common/500-100. asps 7242

Microzoft JET Database Engine 32 “80040e1d”

AR IS IESE IR TEEWRIAT, " 1d=47 24 and ischecked=1 and del=0" H.

news/ readnews. asp. 710

gz P
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<3 hitp:Hwww wzepzl.com/mewsflista asp?id=536 - Microsoft Internet Exploter

BRE SEED R0 #HEEW ITRD HAD

o
Q- O @G| Pne fomne @25 3
UL | &) httpedhwwew wacpel cominewsdlists aspid =536 v a@i SEgE 7 Norton Intermet Security @

Norton AntVims §g)
Microsoft JET Database Engine 32 “&0040e1d’

FREMEFELER TEERER articleID=53§ P

Snews/lista. asp. fT13

© A
& B/ P RS

R EEAT S T 2
* JWiFZ4TE « Cross Site Script
o IwiFEES
— http://host/phpmyadmin/index.php?pma_userna
me=&pma_password=&server=1&lang=en-iso-

8859-

1&convcharset=\"><script>alert(document.cook
1e)</script>

— http://host/phpmyadmin/index.php?pma_userna
me=&pma_password=&server=1&lang=en-iso-
8859-1&convcharset=\"><h1>XSS</h1>
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A PERE{EHM - Mictosoft Internet Explorer
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GE © B S ABAAT)
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2] A o FERRERE
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o ] HEAEUE RS SQL-InjectionEEXSS

* http://demo.siteenable.com/content.asp?cont
enttype=%3Cscript%3Ealert(document.coo
kie)%3C/script%3E

* http://demo.siteenable.com/content.asp?do_s
earch=0&keywords=contact&page_no=2&
sortby=;SELECT%?20* FROM blablabla--
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NELS AR EEBS HH 3

o iyl : SonicWall SOHO/10, Firmware: 5.1.7.0 , ROM-Version:
4.0.0

« GET K755, 7£ IE i A TN FIURLE K}
— http://192.168.168.168/<script>alert("lts not magic... its a
sonicWall")</script>

o POST B H =
POST 192.168.168.168:80/auth.cgi HTTP/1.0 |
Accept: */* |
Referer: http://192.168.168.168/auth.html |
Accept-Language: de |
Content-Type: application/x-www-form-urlencoded |
Proxy-Connection: Keep-Alive |
User-Agent: BadGuy |
Host: 192.168.168.168 |
Content-Length: 160 |
Pragma: no-cache |
I
uName=</TD><script>alert("lts not magic... it’s a
sonicWall")</script>&pass=NiceTry&Submit=Login&
clientHash=bbe63bb858b02e741d2d12023ee350a1 |
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SRS i EURE ZUHG Y ]

* 1. {EASP/PHPEE (5 » e 2285
— strData = replace([\&;\""\W"*2~<>MN(O)O\NN\NS\n\r DAS 1/g;, ")
— strUsername = replace(trim(request.Form(“UID")),"","")

— strPassword = replace(trim(request. Form(“PWD")),"","")
o 2. QRIS HHE - FESCEHALY cint(FEH)
o 3. ARG AT AR B ISR TR ) - Gl
RFIC -
- ¢ AR &squo;
— ¢ LS &quot;
< [y &l
> LS &gt
& AL &amp;
? LS &nbsp;

e 53 22 i EURE ZUHS Y ]

4. VO E R MRS - AN E
B > THEEEE -
%ﬁgﬁﬁﬂﬁfﬁ%ﬁél@%ﬁfﬁ%fﬁ > MERETEIRELEOR
[ o

6. MS-SQLIYIL(ANRE - HHETE 6L L -

7. AL ERIEE RGOS o mimERE(VNG,

Viragaray

pcAnywhere, TerminalService, S¢<F)

8. B/F T — e BEAERET KRE (CANBR B A i )
* . ASPHEH G52 R PIRecordSet (BilZe 2 HHERH)
— rs.close

— Set rs = nothing
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s IEIRFA] 2%

] | ZHE A

2 ZPHE G TR FE FHFE = (I1S, MS-SQL, Exchange, Apache, MySQL, Sendmail...)
3EETEVEREAM, BRGNS, B FfER, ...

= -- ZHESPx, 3% E H BN #H (Windows Update)

X B

ﬁ 4 LA, 3 E P, ARG KOS, APRG Kl (AntiHacker)

IRF @ S-EREEE Mz B

FEﬁ -- HE)RIE (Tripwire, S-Check)

2% 6.5 0F THEREAINA KIS » TEETE B, HEuE TE AR,
- AHEHERS BB 822 (MS-NetMonitor, Ethereal, Snort, A-PacketMan)
7.HE TAE - BEELYE 5 B8IfHZ (Tripwire, S-Check , AntiHacker)
8.|HEE BZ AT B RYUERR - HELLES (Tripwire, S-Check, B A-PacketMan)

v - BHE)LLYEL E BB (Tripwire, S-Check, AntiHacker)

T (T M R R
® 1 A ERARERRMA

— administrator, sa, B %%, ... °
® H2:FBRAKARF > B AKKK
~ BB BB AR RE SIS
¢ GR3: pRREHEK - BHRARER
- WBEeyE o ERELSrE > BAEXRH
- HRASREARLKERER) HEWE LS
* R4 FEAERALBAHURELD)
- BRMASHENE  RDEASHER
¢ RS FEREBLEAR AR
— BB EMARIRE 8 TR R
- REMEBH GBI AR EFEBEN -
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FARLTRE AT

& SRR IhRE TR ?
— Web ? Mail ? DNS ? Database ?
& CHEZFREIRERE RS ©
— HTTP(TCP-80)
— SMTP/POP3(TCP-25,TCP-110)
— DNS(UDP-53,TCP-53)
& AT ORGSR 5 2
- LAN?DMZ ? WAN ? 454 % e9IPfr ik ?
& EREERhERE 7
— FrontPage ? FTP ? Terminal Service ?
— pcAnyWhere ? WinVNC ?

& EREEOR R o0 7

— Data-Backup ? Disk-Backup ?

{Ed RIS » 3345 AR A

& kiR AR B e RIR
- 1.NERA P BITRE(T H)E®HE
- 2.NERA P E BRI RE M)
3R BB R B G
& 5 K1 A SRS 5 e
~ kA ABmAFEAR T K 0 F BB E AR E
(% F48) °
& 153 X2: By KAh S R AR S
— A E@ATH K 0 FRAT AR IR SRR A AR TR
g °
® R4 BRI 2R TH > MABAREIZEEK
HERN  BEA SR FEN o %@ ko
PEHREEBRERTEN -
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AT T E AR 7

B3kt AREHRSL  ARVERN BRI SRR )
Firewall IDS IPS/IDP Viruswall Authrority °

AR ERIT
CUPHFEIASE £

F220 - 3 HARSEH

#£ TCP-80 - TCP-
- 186432 HTERY - fiE

EARG  KEEG Y R [ B
PIRGECE RO T LTI 1 FERLE]
Policy Rules Rules Pattern ID/PWD ACL

IS5 B
SITHE B R

o SLHENEES B fE E AT HE ]
— ST AR A .
HTTP/SMTP/POP3/DNS/CIFS/MSN...
~ POREERONY GRS FTOIP(HE I 75 P nternet 5H2)
— RFFRBI CEARAB IR S LS T)
— A G R )

o FHEANIY R L AT R
— BT (BRI T P
— I R RER (B ., M) TR D
— T (GRS R i)
~ kit (option, AL —IEHRHCIACINER S22 140
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