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SNMP - # %
Simple Network Management Protocol
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SNMPv1l: RFC 1155~1157, 1213
2 Community ¥ 5 £_F it 3 B~-SNMP Agentsni 3%

SNMPv2: RFC 1441~1452
Py bt g~ BERTSN T 2
SNMPv2c: RFC 1901~1908 (V2 & % * % &)
2 % vl Community & 4 5 B A# % 7 H
SNMPvV3: RFC 3411~3418
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SNMP - i & %5 -

AT %t % ZSNMP Agent
Windows 2000/XP
ok VRSNE SRR il v
ATH{ /7 *F Windows = 2
“Management and Monitoring Tools” ‘o7
7 iE % #"Simple Network Management Protocol”
Ex#> WIn2000/XP 7 SNMP Service
Fale i g B
“PRART
fx#"SNMP Service”
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SNMP - i & %5 -

AT %t % HZSNMP Agent
Windows 2000/XP

Windows Components
“Y'ou can add or remaove components of 'Windows =P

To add or remove a component, click the checkbox. A shaded box means that anly
part of the componert will be installed. To zee what's included in a companent, click

Details.

Components:
!D %Internet Infarmation Services (115) 136ME A
= 7 Management and Manitaring T ool

] = Meszage Queuing 00ME —
1 # MSM Explorer 207 MBE

W 2= Netwnrkinn Services namp >

Deseription:  Includes taols for manitaring and improving netwark. performance.

Total dizk space required: 5.5 MB ;
Dietails. ..
Space available on disk: 73935 MB el

< Back ” Mext > ][ Cancel ] 8
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AT %t % ZSNMP Agent
Windows 2000/XP

Management and Monitoring Tools

Subcomponents of Management and Monitaring Tools:

O = wMI SHMP Provider

Ta add or remove a comparent, click the check box. A shaded box means that anly part
of the component will be inztalled. Tao zee what's included in a companent, click D etails.

3

the netwark console workstation.

Total disk space required: B6.5 ME
Space availlable on disk: THEIME

Dezcription:  Includes agents that monitar the activity in netwark devices and repart to

[ Ok l [ Cancel
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SNMP - i & 5

Bl 755
Sharkout
2 KB

T Services

File  Action ‘Wiew Help

/ %SNMP Trap Service

%System Restore Se...
Ll

<

B 2n()s
% Services (Local) T {Lor.al)
SNMP Service Hame
% Remaovable Storage
Stop the service SR outing and Remat...
Restart the service %Secondary Lagon
%Security Accounts ..,
Diescription: % Security Center
Indudes agents that monitor the activity %Server
in network devices and report to the %Shell Hardware Det. ..
network console workstation. %Smart card

8 SoundMax Agent 5.
%SSDP Discowvery Ser...
%System Event Mokifi...

Descripkion

Offers rout, ..

Enables st...
Stores sec...
Manitars 5.,

Supports fil....

Provides ...
Manages a
Includ

Receives tr...

Enables dis...
Tracks syst...

Performs ...
—lioo -

Status

Started
Starked
Started
Started
Starked

ed
Starked
Started
Started
Started
Started

oo d

10

\ Extended A Standard




SNMP - # % 5.8

AT % & % SNMP Agent (snmpd)
Linux/BSD/UNIX variants
% % Net-SNMP £ i
http://www.net-snmp.org/

Redhat , 7(Fedora, CentOS, RHEL...)

yum install net-snmp

Debian/Ubuntu
apt-get install snmpd
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SNMP - i %

% T Community
Windows XP (# i # Home k)
gpedit.msc ¥ & i
TG T 4 A L A 2 —>SNMP
Ex* Communities
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‘Hi Group Policy
Fil: Action ¥iew Help
e BB @

= FEEE FA
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[0 siEseE . =n
_ C tie: EXE AR
(3 Windows 2 ommunities - —
EREE o i BT S
T P
[C Windows Components T Ee
(0 System B2
=[] Network At least Microsoft Windows XP
|23 Microsnit Peer-to-F Proitessional or Windows Server 2003
(] DNS Client family 4
(23 Offline Files

. || Description:
(1 Network Connectio Configures a list of the comunities
(23 Qo Packet Sched | defined 1o the Somple Netvark

g SNMP Management Frotocol (SHMEP)Y service.
Background Intelliy
[_] Printers SNM;;S a PIEECDI desigmrll to give &

= {5 FR-&ERTE user the capability to remotely manage

& ﬂgﬁﬁ a computer networly, by polling and

() Windows 378 setting terminal values and monitoring

twork ts.
0 RifEags e e
N alid mmsessrmarmider do s Asssss i e : 13

g | |, Extended 4 Standard

SNMP - i

& T Community

H®E|mEE

@ Commmindties

O HFEEC)
CEBRAEme
O EERm

Communities Ex
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L || 14
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SNMP - i %

2k T Community
Net-SNMP
% % snmpd.conf &2 7_3 ;¢
H i PR A
FAKAEEPF
HF 75 Telnet & | 12 4 5 Gk 2
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SNMP - i & e 3

% R enCommunities
ri3f - Get Community (public)
3 ¥ Set Community (private)
7 #- Community Name 3£ 5 Public/Private!
PREF 5 A
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SNMP - fj %

KB K f:;;Communlty, :

[ Save [ StatusflLog

L @) SNMP _J Access Control  Trap Group
General Setting

Wi W
IP_Application T I
Set Community v |
.............................. e —
Maintenance
Access Control
Diagnostic
Syslog Trap Destination
Cluster Management Version P Port Username
MAC Tahle WEC W 0.0.0.0 162
i Vzcv ........ TT . -
Configure Clone oG ¥ 0.00.0 162
....... Vzcv T . o
User Information
Index Username Security Level Authentication Privacy
1 adrnin noauth v MO5 DES »
................. 2techmgr — — i
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SNMP - fj

SNMP Manager
LRI L (40 MRTG..
snmpwalk (Net-SNMP)
snmpwalk -c <# & %> -v <ix &> <IP =1t > [OID]
). snmpwalk -c public -v 1 192.168.0.1
snmpset (Net-SNMP)

PO AR oA

T

-nn\

Redhat /g % % net-snmp-utils & ©#

Debian/Ubuntu & FE snmp & &

Windows ¥.1 Net-SNMP & :E 2~ WIin32 # &%
18
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MRTG

RRDtool
Cacti
Ntop
Nagios
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&

MRTG

Multi Router Traffic Grapher -
ig %’l\l l‘}k— ﬁ%' /;:‘L :-E; n‘zjb“__z‘—l— ]_%‘] %\ MULTI ROUTER TRAFFIC GRAPHER

by Tobias Oetiker & Dave Rand (1995)
% 18 SNMP = Agent?~ {7 #ic;.

i A
wHER
LEGEREAR L OREY LT
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Traffic Analysis for 51 -- TANet_NCNU_C6K

System: TAMNet NCHU_CBK in

Maintainer:
Description: GigabitEthernet2/3 & To NTCT via CHT #H#H
ifType: ethernetCsmacd (6)

ifName: Gi2i3
Max Speed: 10000 Mbits/s

EIRERET RG] 2009 &£ +H 15 H £ HiPY 4:30,
ERiESTE TANet_NCNU_C6K' » EEfERIFRIILPTIME): 35 days, 12:17:43.

#H H# (5 578 F13)

120.0 N T
s0.0 1 1
60.0 M

0.0 M

Bits per Second

00N
4 8 10 12 44 16 18 20 22 0 2 4 6 B 10 12 14 16 18 20 22 © 2 4

EX iy Hal
A 28.0 MbFb (28%) 105 Mbgb (1.1%) 39840 kb (0.4%)
B U131 MBS (11.3%) 273 MbAb (27%) 13135 kbifd [0.1%)

P RE—RARE (Y ETR)
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MRTG

B S

Linux/BSD/UNIX — & #"mrtg” £ i

i % 3% 2 B mrtg-unix-guide
http.//www.mrtg.org/doc/mrtg-unix-guide.en.html

Windows

B % #ActiveState ActivePerl
http://www.activestate.com/activeperl/downloads/
P~ {8 MRTG Windows "% £z ;¢ (*.zip)
http://mwww.mrtg.org/pub/

p R A 5 omrtg-2.16.2.zip

% 2. mrtg-nt-guide (Windows Installation Guide)
http://www.mrtg.org/doc/mrtg-nt-guide.en.htmi
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MRTG

¥ AR
cfgmaker — & # *.cfg % 2_f¥% sz 0
indexmaker — 2 4 & 513 F 475"
mrtg — 7 "% 5 W Bl & & { Fr¥cdy cofe st

—&ﬁﬂlafﬁﬁ—ﬁ

% >t crontab # 7
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MRTG

2 - 2
- W A2 KT
lﬁhi'ﬂ‘%" Bod B LR BB K G
a4
cfgmaker --global "WorkDir: /home/httpd/mrtg®" \
--global "Options[_]: bits,growright® \
--output /home/mrtg/cfg/mrtg.cfg \
community@router.abc.xyz

=R
WorkDir: % 7. B & ﬁ%] 4
Options|[_J: % iifi kﬁrﬁf
output: & Lﬁ,ﬁiﬂ i =il
P % ak communlty@ = ht

Wei-li Tang, October 2009. Nantou Regional Network Center / National Chi Nan University.




MRTG

%= W37 MRTG
i 4 L mrtg <® >
]
mrtg /home/mrtg/cftfg/mrtg.cfg
B H e crontab = T A EH T X
*[5 * * * * <mrtg-bin>/mrtg <mrtg-cfg-path>/mrtg.cfg \
--logging /var/log/mrtg.log
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i 4
indexmaker <% z_#> --output <$§J DR 2>
I/}IJ

indexmaker mrtg.cfg —output 1ndex.html
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MRTG Index Page

GigabitEthernetl/1

Eits per Second
()
E=3

4 6 & 10 12 14 16 1§ 20 22 O

2 4 6

g 10 12 14 16 18 20 22 0 2 4

GigabitEthernet]l/2

132.0 M

9.0 M

66.0 M

330 M

EBits per Second

0.0 M

4 6 8 10 12 14 16 18 20 22 0O

2 4 6 8 10 12 14 16 18 20 22 0 2 4

GigabitEthernet3/1

160.0 M

120.0 KM

80.0 M

40,0 M

Eits per Second

0.0 M

1o 1z 14 16 15 20 22 ©

2 4 6 & 10 1z 14 16 16 20 22
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EE YT

FTP B HiHiFEE @S | HTTP fi H &R RS S

00,0k

F00.0 k

J

200.0 k

Output Files

100.0 k
0.0k

4 6 & 10 12 14 16 18 =20 22 0 2 4

REA T (ELL100)

2000

150.0
100.0
0.0

0.0

g 10 12 14 16 16 20 22 0o 2 4 &6 &

CPU Load Ratio

4.0

33.0

Z2.0

11.0

CPU_Loadi#)

4 & & 10 12 14 16 18 20 22 0 2 4
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MRTG Index Page (&

240.0

BERERE (B ERERX10)

=
=
=3
E=3

120.0

Ere Temp (mC)

o]
=
=)

§ 10 12 14 15 18 20 22 ¢ 2 4 § 10 12 14 16 18 20 22 O

BERAER

G .0

1.0
340
17.6

Humiclity ¢

0.0

2 4 & & 10 12 14 16 18 20 22 0 2 4 & &
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MRTG

H o 2L pr i g it
ip L OID (Target)
i~ MIB 5 %

B F7 50

P 5
,J’\?l_.

MRTG Third-party Docs
http://www.mrtg.org/3party.en.html

E# MRTG ;=8 i)+

B

http://linux.vbird.org/linux_security/old/04mrtg.php

\\\?’,Ir
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RRDtool

Round Robin Database Tool
* v A 4 Time-series Bl & (& ~ £ 1)
FHR-FEFTHE - KRR
MRTG R it &—- B+ 5 £ FHG» ~ind)
i =k http://www.rrdtool.org/
% 8. RRDtool & &
http://www.rrdtool.org/gallery/
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RRDtool

T " & & b % — by Ciprian Popovici , 2007/10

PC temperatures and fans (last 4H)

50
- P e
I~
=
& 40
=
=
mn
w
3
o e Al | — —— | o | g S ——
=
] 20
20
22:00 22:20 22:40 23:00 23:20 23:40 ©0:00 ©0:20 0©O0:48 ©1L:00 ©l:20 OL:40
O cPu Min 40.1 Max 50.5 Avg 43.6 Celsius
O Chipset Min 38.3 Max 39.0 Awg 39.0 Celsius
@ Case Min 22,2 Max 24.9 Avg 23,9 Celsius
I CPU fan Min 2294 Max 2349 Awg 2333 RPM
B Front fan Min 1657 Max 1695 Awg 1680 RPM

O HOD system Min 33.4 Max 35.0 Avg 34.0 Celsius
O HDD RAID1:@ Min 33.0 Max 34.0 Awg 33.1 Celsius
0 HDD RAID1:1 Min 32,0 Max 33.0 Avg 32.5 Celsius
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RRDtool

# * RRDtool ez i
Cacti
Ntop
Nagios
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. RRDtool & L # g B 4 st

PR W PRARETE & W

31 & % SNMP B~ 8 33

i =k http://'www.cacti.net/

Cacti® ~ # 73 = http://cacti.xxoo0.net/

Ul (o]

cacli - Mozilla Firefox

File Edit View Go Bookmarks Tools Help L*J
. 3 St " " :
'@ P - &[Q 4 @ |\_L| http:f/web/cacti/cacti-0.8.6/graph_view.php?action=tree&tree_ijd=1&leaf_id=10 |@_ |
= 5 N = G -
J —— —
console graphs |
Graphs -> Tree Mode Logged in as admin (Logout)
B Arlington, MA Tree: Dallas, TX-> Hos
B Charlotte, NC
Bl Charlottesville, VA
[} N H
e HOU-S2-5¥6509-2 — Traffic - 1/1 g
H-Dallas, TX - &
B Switches ET 3
Host: HOU-52-5W3548-1 5 3
= 5
Il Data Center Core B
Host: HOU-A4-ATM-1 =
Host: HOU-A4-ATM-2 02:00 04:00 0800 0800 10:00 12:00 14:00 16:00 18:00 20:00 22:00
. Ad- - W 1nbound CUPrent: 2.84 M Average! FoBE M Maximum: 12,83 M Total In: 674,83 GE
Host o ae Al W outhound  current: 2B M Average:! B30 M Maximum: 9.20 M Total out: 541,58 GE
Host: HOU-A4-ATM-4
B Dayton, OH HOU-52-SWE509-2 - Unicast Packets - 1/1 g
B Detroit, MI 3.0M :
ElHarrisburg, PA o :
ElWeb Hosting Farm £ o2om i 7 s gL e 2
Host: HAR-CUST-WWW0 2 | fi‘
B 1,0 M b s
Host: HAR-CUST-WWW1 2 i
Host: HAR-CUST-WWW2 o i i
R e : 02000 0400 OS:00 0800 10:00 1200 14:00 16:00 18:00 20:00 22:00
O Unicast Packets In  Current: 960,13 k Average:  1.95 M Maximum:  3.21 M
Host: HAR-CUST-WWW4 M Unicast Packets Out Current: 969.43 k Average: 1.57 M Maximum: 2,30 M
Host: HAR-CUST-WWW5
Bl Houston, TX
= Miami, FL HOU-52-5W6509-2 - Traffic - 1/2 g
ElPublic Peering o
Host: MIA-RE-C7200-3 s 8
= o BT g
B Phoenix, AZ T i AR O L] M ]
b
B : g g !
Salt Lake City, UT 5 20k : 3 i
~ San Diego, CA e k- F
[ San Francisco, CA 0 i £m
ST 02000 0400 0§00 0800 10:00 1200 14:00 1600 18:00 20000 22:00
ST TRy M Inbound  Current: 20,54 k Average: 52,35 k Maxinumi 239,71 k Total In: 4,51 GB
|22} Syracuse, NY W outhound current: 31378 Kk Average: 291,76 kK Mawimum 882,87 kK Toral out: 25,18 GE
. B Tampa, FL H
ji ‘/}}j:l . Horrentaong HOU-S2-SWE509-2 — Unicast Packets - 1/2 g
- . . ' o g [+]
Wikipedia - Cacti [ pone
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Network top
PR E Rk R

¥ A 47 Layer 7 ¥» 2 & (HTTP, etc.)
SH TR KR

ER=X 0 S < e A

¥ £z Netflow % *F 38 % &

i =k http://www.ntop.org/

Wei-li Tang, October 2009. Nantou Regional Network Center / National Chi Nan University.

Teaic Fegeset ot ‘B0t [awnn)

i -
== :
o

il s

& & http://lwww.ntop.org/overview.html
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o Mabile/Remote
NetFlow Collector @ MNetwork
+ Manitoring
Flows 1‘
| HTTR(S)
]
Flows —= -« Remote Access — )
NetFlow/IPFIX - Secure Remote
Probe Mgg:gglgg Network Access
\ (L2-VPN)
Packels Packets
?g Packet Capture Accelerator
8 + |
1 Packets
3
= |
] |

| Multithreaded NAPI

SO S

Packets

or Tap

& R http://lwww.ntop.org/news.html 39
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B2 i 4% e it g 2% S (NMS)
T3 e B PR A3 4e SMTP, HTTP, SNMP, FTP...
AT RER
T pF enfi a3 3F (35 B E-Mall 2t 3 2 %

i =k http://www.nagios.org/
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Sarvice Datalls For All Hosts
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Wireshark
tcpdump
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&4 Ethereal ______/(——.
gyl ' RESHARK

B 53 32 Windows, Linux, BSD % T
He =k http://www.wireshark.org/
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#FERS T
# 2 — : Capture - Options

7' The Wireshark Network Analyzer

File Edit Wiew GCo ESEGGCE Anslvee  Sfatistics  Tel

@_ Gl & 2 & Bl Inferfaces.. Ctl+I
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Wireshark

TERASRRES
P~;i" promiscuous mode

T,

;‘zL.
FJ

7 Wireshark: Capiure Options

- Captare -

e

Stop Capture ...

= 3]

ttansic 411001 Gigsbit Ethernet Controller (Microsoft's Pac| ~ |

Adapter for generic dislup and VPN captore: \Device\NFF_Generic
= Blueh:oﬂ'l PEI'I Diriver (Microenfts Packet Scheduler) : \De\fice\.NP

Interface: |Local v

IP address: feBD::Zlf:cﬁff%

Capture packets in pmmiscuo

[] Limit each packet o | 1

Capture Filter: |

. Dizplay Options

File: |
[ Use multiple files

Update list of packets i meal time

Autommatic serolling i live capture

Hide captore info dialog

: Name Resolution-

Ensble MAC name resolution

O - adter l I::" [] Enable network name resolution
[ .. after | | 1
[ . after i [ | Enable transport name resolution

Wireshark

Fls Edit View Go Capture Analyze Statistics Halp

b Frame 1 (42 bytes on wire, 42 bytes captured)
b Ethernet II,
I Address Resolution Protocol (request)

src:

D000
0010
0020

ff ff ff £f ff {f 00 0c 29 38 eb O= OB 06
0B 00 06 04 DO OL 0D Oc 29 33 eb Oe cO a8
0O 00 0O 00 DD 00 cD a8 39 02

eth0: <fve capture in progress> Fi Packets: 445 Displa

-} e & H.aﬁﬂb@vxig|g Qe QAF FNMER O

Ebker.| | & Expression... I 4 glearh & Apply

No. . Time Source Dastination Protocol  Info ~
WU LD EILLOY WLSLT U U ol vauLasT e WU TTES IS LO0G LrENT T I LU0 0o |
47 139,931463 ThomsonT_08:35: af Wistron_07:07:ee AFP 192,168.1.254 15 at 00:90:d0:08:35:4f
48 139.931466 192.168.1.68 192.168.1.254 DNS Standard query A www.google.com
49 139.975406 152.168.1.254 192.168.1.68 DS Standard query response CNAME www.l.google.com A 66.102.9. 99
S0 139.976811 192.168.1.68 65.102.9.99 TCP 62216 = http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
S1 140.079578 66.102.9.99 192.168.1.68 TR http = 62216 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 Hss—lm'l
52 140.079583 192.168.1.68 66.102.9.99 TCP 62216 = http [ACK] Seg=l Ack=1 Win=65780 Len=0
53 140.080278 192.168.1.68 66.102.9.99 HITR GET /complete/search?hl=en&client=suggests]sstruebqemscp=1 H.
S4 140.086765 102.168.1.68 66.102.9.99 TCP 62216 > http [FIN, ACK] Seq=805 Ack=1 Win=65780 Len=0 |
S5 140.086021 192.168.1.68 65,102.9,99 Tcp 62218 > http [SYN] Seg=0 Win=8192 Len=0 MSS=1460 WS=2 |
56 140.197484 66.102.9.99 102, 168,1.68 TCP http > 62216 [ACK] Seq=l Ack=805 Win=7360 Len=0 |
57 140.197777 B6.102.9.99 192.168.1.68 TCP http = 62216 [FIN, ACK] Seq=1 Ack=806 Win=7360 Len=0 |
58 140.197811 192.168.1.68 66.102.9.99 = 62216 > http [ACK] Seq=806 Ack=2 Win=65780 Len=0 M
£A 140 702 6 1m0 0 nn 1 180 1 &0 Trn hetn ~ £r110 Tova

Vmware 38:eb:0e (00:0c:29:38:eb:0e)

Arwl Cam—n Ask—1 LHA-S790 | an—N MOC-1420 1 7
N

, Dst: Broadcast (ff:ff:ff:ff:ff:ff)

00 01
36 BO

yed: 445 Markad: 0 Profile: Default

& Ik . Wikipedia — Wireshark on Ubuntu
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ip 4 © tcpdump
). tcpdump -i ethO ‘src or dst host 192.168.0.1
#H#;’;T%;d ethO e+ ~ KR p i IPizyt
192.168.0.1 it e
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Nmap

Angry IP Scanner (ipscan.exe)
Nessus
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Nmap

% 2R R

Port Scanning
B Fig s

nmap <IP iz at /33 & H>
http://www.nmap.org/
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G

nmap -sVC -O -T4 scanme.nmap.org

C:\WINDOWS\system32\cmd. exe

C:wnetsnmaprnmap —sUC -0 -T4 scanme.nmap.ory

Gtarting Hmap 4.68 { http://nmap.org > at 20B8-B@7-13 23:23 Pacific Daylight Time

Interesting ports on scanme.nmap.org (64.13.134_523:
Mot shown: 1782 filtered ports

PORT STATE
22/tcp  open
25/tcp closed
53/tcp open
PA/tcp closed
open
title:
closed

SERUICE UERSION

ssh OpenSSH 4.3 <{protocol 2_8>
smtp

domain ISC BIND 9.3.4

gopher

http Apache httpd 2.2.2 ((Fedorad>
Go ahead and ScanMe?

auth

Device type: general purpose

Running: Linuwx

2.6.%

0% details: Linux 2.6.208-1 (Fedora Core 52

Uptime: 11.487

0% and Sewrvice detection performed. Please report any

days (zince Wed Jul B2 11:42:43 20688)>

//nmap.orgssubmits .
Mmap done: 1 IP address (1 host up? scanned in 27.516 seconds

C:snetnmap>

incorrect results at http:

&k http://nmap.org/book/inst-windows.html

50
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Zenmap - Nmap GUI Frontend
iIndows*x) © [ T Nmap¥ 2= 4% 3¢

Scan  Tools  Profile  Help

Target: |10.10.6D.254 v| Profile: |Intensescan

Command: |nmap T4 -t v -PE -P522,25,80 -PAZ1,23,50,35389 10.10,60,254 |

[ Hasts ][ Services ] Mmap Cukpuk |Ports | Hosts | Topology | Host Details | Scans
05 4 Haost P |nmap -T4 -A -w -PE -P522,25,580 -PAZ1,23,80,3359 10,10, + | [Details]
W 10.10.60.35 NSE: Script scanning 10.10.60. 254 A
e NSE: Script Scamming completed. -
W localhost (127.0.0.1) Host 10.10.60.254 iz wp (0.026s latency) .

Interesting ports on 10_.10.60.254:

Not showm: 353 closed ports

PORT STATE SERVICE VERSION

23ftcp open telnet Cisco I05 telnetd

MAC fddresg: 00:14:30:74:E4:00 {(Cisco Systems)
Device type: switch

Bunning: Cisco I0E 12

05 details: Cisco Z250, 2960, 3000-series, 4E510F,
&000-series, or G6500-series switch (I0S 12.1 or
122}

Netwwork Distance: 1 hop

TCP Sequence Prediction: Difficulty=259 (Good
luck!)

IP ID Sequence Generation: Randomized

Service Info: 03: I03; Dewvice: switch

Bead data files from: C:\Program Files'\Numap
02 and Service detection performed. Please report
any incorrect results at http://rmmap.org/sabmit/ .
Mmap done: 1 IP address (1 host up) scanned in
7.EE seconds
Daw packets sent: 1021 (46 504EE) |
Deowd: 1020 (41 1Z0ER) =
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Angry IP Scanner

Ipscan.exe
=¥ % Scanner, £ % =~ -] <1M!
FhfFaPra 2R 233 %4 50
¥ 4p T+ & Port number

2,

i =k http://www.angryip.org/
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Angry IP Scanner

% 1p Range - Angry IP Scanner,

File Goto Commands Favorites Tools Help

IP Range: | 66.249.03.32 | ta | 68.249.93.200 | [Prange  ~| 2%
Hostname: | ug-in-F29, google.com |[ & 1r ] | Metmask, v| ﬁ

IF Fing Hostname Porks [2+] wieb detect G
©)66.249,93.82 123 ms ugHin-F&2 .google. com 80,443 aws
©)66.249,93.83 133 ms ug-in-f83.google.com 0,443 gws

123 ms ug-in-f54.google. com
google.com

gws

©)e6.249,93.84

5

@ c6.249.93.86 [nfal [nfs] [nfs]
@ ce.240.93.87 [rial [nfs] [nfs]
966.249.93.88 T ms ug-in-f&s.google. com s
@ c6.249,93.89 [nfa] [nfs] [nfs]
@ c6.249,93.90 [réal [nfs] [nfs]
@66.249.93.91 66 ms ug-in-f21,google. com a0,443 qws
@ce.249.93.92 [nia] [nfs] [nfs] [nfs]
©c6.749,93.93 [nfa] [nfs] [njs] [nfs]
©ee.249,93.94 [fa] [nfs] [njs] [nfs]
@c6.249.93.95 [nia] [nfs] [nfs] [nfs] B
e66.249.93.96 2083 ms ug-in-F96. google, com [nfa] [nfa]
066.249.93.9? 2053 ms ug-in-f97 .google. com [nfa] [nfa] bt
lReady Display: Al Threads: 0 [
" |
&k http://www.angryip.org/w/Screenshots 53
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Nessus

33 BEFF e 6 S

Bl 18R

ATRS FEAL 1R

A da
Client/Server7t #

™ Client #24] ~ 4 Server i& 7 &
ELR

LR AT (F L )
i =k http://lwww.nessus.org/
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Nessus

5 Nessus : Untitled
File

Help

———

Scan Report |

Report: |09;10r15 10:11:59 AM - New policy v| [Delete | [Export... ]
= 127.0.0.1 essus SNMP Scanner b
generalftcp

Nessus snmp scanner was able to retrieve the open port list —
with the community name: public
It found & open TCP ports and & open UDP ports

snmp (161 fudp)
epmap [135/tcp)

nkp {123/udp)
microsoft-ds (445/tcp)
unknown (62522 kcp) ,
sde-discovery (S152/kop) NessusID ; 14274

ipsec-nat-t (4500judp) [SNMP Supported Protocols Detection

flamenca-prasy (32100udp)

ssdp {1900{udp) Synopsis :

nessus (1241 /kcp)

cap (1026/tcp) This plugin reports all the protocol versions successfully negotiated
blackjack (1025/udp) with the remaote SMMP agent,

isakmp (500/udp)

micrasaft-ds (445 /udp) Description :

Extend the SHMP setkings data already gathered by basting Faor
SNMP versions other than the highest negotiated.

Solution :

nja
»

T

[ Filter... Stylesheet: Sart By CVE v“ ‘iew template. .. ]

Disconnect 55
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Snort
Jeit o~ EIF k20 R] kS (IDS/IPS)
http://www.snort.org/

Honeypots

http://www.honeypots.net/
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